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HELLENIC REPUBLIC




Athens, 24.07.2009

DATA PROTECTION AUTHORITY


OPINION 1/2009

On the operation of CCTV systems in public areas

The Data Protection Authority, consisting of the President Mr. Christos Yeraris, the members Mr. Leonidas Kotsalis, Mr. Agapios Papaneofitou, Mr. Anastasios – Ioannis Metaxas, Mr. Antonios Roupakiotis and the alternate member Ms. Grammati Pantziou convened on 20.7.2009 and 21.7.2009 in order to form an opinion on a draft law provision of the Ministry of Justice concerning the operation of CCTV systems in public areas for the protection of persons and property and the management of traffic.


The submitted draft provision amending Law 2472/1997 reads as follows:

“The provisions of this law shall not apply to the processing of personal data which is carried out  a)… b)…. c) by public authorities through the use of special technical devices for the recording of sound or image in public areas with the aim of safeguarding the security of the state, national defence, public security, the protection of persons and property, the management of traffic for which they are competent. The material collected through the above mentioned devices (as long as it does not fall under point b of the present article) is stored for a period of 7 days, after which it is destroyed by the order of the public prosecution authority. Any breach of the above provisions shall be punished by imprisonment for a period of at least one year, unless a stricter punishment is provided for it in some other law.”

According to the report introducing the above draft provision, the inclusion of the aforementioned exception is considered necessary in light of the high rise in crime and the methodology employed by the perpetrators of crime.”.

The Authority took into consideration the written and oral report prepared by Antonios Roupakiotis, rapporteur and the auditors Evanthia Chatziliassi and Theodora Toutziaraki, assistant rapporteurs. It also studied provisions, case-law and relevant publications, critical for the examination of the matters relevant to the amendment and proceeded to issue the following
OPINION

The provision in question, as submitted by the Ministry of Justice, permits data processing which is justified on the ground of safeguarding the security of the state, national defence and public security. Given that the main reason put forward for the inclusion of this particular provision in the report introducing it is the fight against crime, the present opinion will focus mainly on issues of public security. This does not imply in any case that the arguments expressed here regarding the constitutionality of the provision do not also apply to the areas of national defence and public security.

According to the German Constitutional Court, constant video surveillance through the recording of sound or/and image of a high number of people who are not in any way breaching the law, in public areas constitutes a clear case of infringement of the right  of informational self-determination (Judgment 1 BvR 2368/06 of 23.02.2007). Similarly, the European Court of Human Rights has held that the constant or systematic surveillance of persons in public areas through the recording of their personal data constitutes a violation of the right to private life as provided by Art. 8 of the ECHR (Peck v. UK, 28.4.2003). Furthermore, it is held that the use of CCTV surveillance systems can only be allowed for compelling reasons of public interest which are specifically provided for by law. Besides, according to the European Court of Human Rights jurisprudence, any such law should fulfil specific quality requirements and be consistent with the principle of proportionality.

As far as the systems of secret surveillance are concerned, the European Court of Human Rights requires that they are controlled by an independent agency, which is not in any way associated with the executive power (Association for European Integration and Human Rights and Ekimdzhiev v. Bulgaria, 26.7.2007). The technical possibility for the CCTV systems to be alerted whenever they register specific images and sounds leads us to the conclusion that constant video surveillance of public areas amounts to a system of automatic secret surveillance. Even in the cases in which the cameras are visible and the public is informed about their installation and operation through appropriate sign-posting, the technical possibilities of the system and the further processing of the recorded information remain unknown to the persons under surveillance.

As far as the restrictions imposed on constitutionally protected human rights are concerned, the Greek Conseil d’ Etat (High Administrative Court) has held that these must be defined in general and objective terms by law or by decree (provided that the relevant authority has been conferred on the executive by those exercising legislative power), they must be justified by compelling reasons of public interest which should be suitable and necessary for the attainment of the pursued purpose and they should not infringe the core of the right in question.

The Authority opines that the interpretation of Art. 9A of the Constitution introduced by the 2001 amendment process, guaranteeing informational self-determination, should be interpreted in association with Art. 25 par. 1, which refers to the effective exercise of human rights, their effect on the relations between private parties and the principle of proportionality. The interpretation of these constitutional provisions should take place in the light of the interpretive approaches adopted by the Greek and the foreign High Courts and most importantly by the European Court of Human Rights, whose utterances are authoritative when it comes to the interpretation of the classic catalogue of human rights.

Besides, the interpretation of Art. 9A of the Greek Constitution should always take place in light of the EU legal framework for personal data protection. Convention 108 of the Council of Europe, Directive 95/46/EC and the EU Charter of Fundamental Rights (which is expected to become binding when the ratification process for the Treaty of Lisbon is completed) provide an array of interpretive tools for the definition of the normative content of the newly established constitutional right to informational self-determination.

Taking into consideration the above arguments, the Authority opines that:

1. The provision in question practically excludes the operation of the devices of sound/image recording in public areas from the scope of application of L. 2472/97 and from the competence of the HDPA. In this sense, its content is exclusionary/negative and it does not really allow the HDPA to make any constructive suggestions. At the same time, the provision does not fulfil the quality requirements set by the jurisprudence of the ECHR concerning any law which introduces restrictions on a fundamental right. More specifically, the submitted amendment scores low in terms of the predictability of its consequences, because it does not specify the conditions and the procedure for the data processing in a way that would provide the subjects of these data with adequate guarantees against arbitrary action. Furthermore, from a law-making point of view, the provision should be part of the law regulating the public authorities which will act as controllers.

2. The general invocation of the protection of public security does not fulfil the requirement of specification. There should be further clarification of the reason for the processing of the data. For example, one such legitimate formulation of it would be the deterrence of crimes against life, personal freedom and property. Unless such aim is specified, it is impossible to affirm whether the principle of proportionality (as formulated within the Greek Constitutional System and the ECHR) has been respected, namely whether the specific intervention of public power into private life (video surveillance of public areas) and the restrictions imposed thereby on the right to personal data protection are necessary and suitable for the attainment of the purpose it pursues.

3. The provision does not specify the criteria of dangerousness (high crime rate in an area, buildings which may need special protection) on the basis of which it will ultimately be decided whether the installation and operation of CCTV in public areas is necessary or not. Consequently, within the whole of the Greek territory the decision regarding the place and time of the installation of CCTV cameras is left to the absolute discretion of the executive power. Any such unlimited discretion, however, exceeds the necessary measure, which, according to the jurisprudence of the ECHR and the Greek Conseil d’ Etat, justifies the imposition of restrictions on human rights. In this particular case, there is a risk of unlawful infringement not only of Art. 9 of the Constitution, but also of other constitutional provisions (Art. 2 par. 1, 5 par. 1, 11).

4. There is no provision for the effective protection of the subjects whose rights may be infringed upon by the processing of their personal data. The warranty, however, of special rights for the subjects of data is part of the very core of the constitutional right to informational self-determination. (Art. 9A of the Constitution).

5. It is not clearly defined who the controller of the said data will be. The general reference to the “competent public authority” does not sufficiently protect the individual in the case of infringement of the provision. Furthermore, the provision creates the risk of a potential conflict of competencies between the different Authorities involved.

6. There is no requirement that the installation of CCTV cameras at a specific place and time is grounded upon a prior administrative act. This means that the judicial review of any such installation cannot be very effective. The only action that the offended individuals (those whose data has been registered, without them in fact having been involved in any criminal activity) can take, is file a lawsuit for compensation against the state. This possibility only, though, does not constitute effective judicial protection. 
7. The amendment makes no provisions for the collection, storage, use and further transmission of the data. This omission raises some serious questions regarding the adequacy of the amendment in terms of its conformity with the quality requirements set out by the jurisprudence of the ECHR regarding provisions which might infringe the right to private life (Art.8 of the ECHR).

8. There is no provision for the organisational and technical measures required for the security of the collected and stored data.

9. Last but not least, the exclusion of a wide and sensitive sector of state action from the scope of competence of the HDPA infringes the very core of Art. 9A of the Constitution and it can be maintained that it is not consistent with Art. 8 par. 2 of the ECHR, as this has been interpreted by the European Court of Human Rights. The letter of the provisions incorporated by Articles 9A and 101A of the Constitution, as well as the discussion preceding the amendment process of 2001, suggest that the law-maker responsible for the constitutional amendment conceived the setting up and the operation of the HDPA as a necessary institutional warranty for the protection of personal data. The need to set up an independent authority with all the necessary technical know-how stems from the fact that the rapidly evolving IT developments pose a threat to the protection of privacy. Hence, the surveillance of the HDPA in the area of processing data in the public and in the private sector is part of the very core of the fundamental right to informational self-determination. During the last constitutional amendment process, it was decided that this right should be self-standing in order to ensure the effective protection of privacy. The provision of the second point of Art.9 of the Constitution, according to which a law can further define this right, in fact refers to how the authority can be organised and operate so that it can fulfil its mission more effectively, in accordance with Art. 25 par.1 of the Constitution. This means that the law-maker can further define the competencies of the Authority without, however, being allowed to exclude a wide area of public activity from the HDPA’s competence. This interpretation is perfectly aligned with the ECHR jurisprudence, which, when it comes to the regulation of police matters, it always employs Recommendation (87) 15 of the Council of Europe  “regulating the use of personal data in the police sector” as an interpretive tool. The latter clearly stipulates that the contracting parties have the obligation to submit the processing of personal data undertaken by the police to the control of an independent authority. Besides, the removal of public activity from the HDPA’s scope of surveillance is not consistent with the obligations agreed to by Greece under the TEU and more specifically, in the field of Police and Judicial Co-operation in Criminal Matters (third pillar). The exchange of personal data between the police forces of the Member-States (see Framework Decision 2006/960/JHA of the Council, 18.12.2006, EE L 386) cannot be given effect to for as long as the country does not conform with the level of data protection set out in the recent Framework Decision 2008/977/JHA of the Council of 27.11.2008, EE L 350). The latter clearly stipulates that the processing of data shall be under the surveillance of the national data protection authorities (art. 25 combined with points 33 to 35 of the preamble).
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