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DECISION 58/2005
The Data Protection Authority, consisting of Mr. D. Gourgourakis, President, the members Mr. S. Lytras, Mr. A. Papachristou, Mr. St. Sarivalassis and the alternate members Ms G. Pantziou, Mr. A. Papaneofitou and Mr. C. Politis, substituting the regular members Mr. A. Pombortsis, Mr. N. Papageorgiou and Mr. N. Frangakis respectively, who could not be present due to an impediment, although they were formally invited, convened on 2-8-2005, at the respective premises, following an invitation by the President, in order to examine the issue mentioned herein below. Mr. C. Politis and Ms G. Pantziou had been appointed rapporteurs. Mr. Ph. Mitletton, auditor, as assistant rapporteur and Ms G. Palaiologou as secretary, were present without the right to vote. 
The Authority took into consideration the following:
The Ministry of Public Order-Hellenic Police Headquarters-Olympic Games Security Division with its Ref. no. 62/24-5-2005 document, requests from the Authority to extend the time period of the operation of the closed circuit television system that is used for the purpose of traffic control, as specified in the decision No. 63/2004 of the Authority that expired on 18-5-2005.
Traffic control is declared as the primary purpose of the processing, which includes the following:

(a) management of the circulation of pedestrians and vehicles,

(b) verification of serious-dangerous traffic offences

(c) management of serious road accidents

The Ministry also submits a request to extend the processing purpose of the personal data that are received through the system. The protection of individuals and goods is declared as the secondary purpose of the processing, which includes the following:

a) special prevention and investigation of serious criminal acts, with reference to the possibility of using the system during gatherings or assemblies
b) management of serious cases of safety and crises

c) protection of important people (V.I.P.) during their transportations
d) protection of vulnerable targets (public buildings, embassies, etc), without specifying them in a more precise and specific way

e) co-ordination and control of the personnel of the Hellenic Police during the exercise of their duties and
f) recording and transmitting of data to the competent police, public prosecutor and judicial authorities in cases of deathly road accidents and road accidents with desertion of the victim, as well as in cases of serious, punishable, criminal acts.
The Ministry of Public Order also requests to extend the number of the system users in order to allow: (a) the direct receiving and processing of visual images, besides by the Traffic Control and Monitoring Operations, also by the Operations Centres of the Attica Police Headquarters and the General Division for V.I.P. protection / V.I.P. Protection Service of the Hellenic Police Headquarters and (b) the collateral interconnection of the system with the Operations Centres of the Fire Brigade and the Coast Guard, without allowing to those last centres to operate the machines of reception.
It is also requested to have the prohibition concerning the change of the optical angle and the concealment of the entrance or the interior of houses temporarily removed, in case of emergency and after a special permit granted by the Authority.

The Ministry of Public Order claims that the aforementioned adjustments are absolutely necessary for reasons of public interest that consist, besides the management of the circulation of vehicles and pedestrians, in the protection of the citizens’ safety.

 Controller of the data will be the Ministry of Public Order/Hellenic Police and particularly the several services for which it has been asked to directly receive and process visual images. The circuit consists of 293 machines recording visual images and sound (cameras) that have been incorporated in the project C4Ι, and 49 machines that existed before the installation of the aforementioned system. The database and the equipment supporting the processing will be kept at the Traffic Control and Monitoring Operations Room of the Division of Road Traffic Police. The data will be kept for seven days, after the passage of which they will cease to exist.
Following the examination of all the aforementioned facts and after taking into account the minutes kept during the meetings of the Authority on 16-6-2005, 24-6-2005, 29-6-2005 and 13-7-2005, regarding the case at issue and particularly the views that the representatives of the Ministry of Public Order expounded before the Authority and following a detailed discussion
DELIBERATED IN ACCORDANCE WITH THE LAW

1. The Authority took into account:
· Article 8 of the European Treaty on Human Rights that refers to the right to respect for private and family life, which stipulates the following: “1. Everyone has the right to respect for his private and family life, his home and his correspondence. 2. There shall be no interference by a public authority with the exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others.” 
· Convention 108/1981 of the Council of Europe for the protection of the individual with regard to automatic processing of personal data.
· Articles 7 (respect for private and family life) and article 8 (protection of personal data) of the Charter of Fundamental Rights of the European Union, with which it is stipulated respectively that “everyone has the right to respect for his or her private and family life, home and communications” and “everyone has the right to the protection of personal data concerning him or her. Such data must be processed fairly for specified purposes and on the basis of the consent of the person concerned or some other legitimate basis laid down by law.”

· Directive 95/46/EC of 24 October 1995 for the protection of natural persons with regard to the processing of personal data and also for the free circulation of these data.
· Articles 9 and 9A of the Constitution that stipulate respectively that “the private and family life of the individual is inviolable” and that “all persons have the right to be protected from the collection, processing and use, especially by electronic means, of their personal data, as specified by law. The protection of personal data is ensured by an independent authority, which is constituted and operates as specified by law.”
· Law 2472/1997 on the protection of individuals with regard to the processing of personal data.
From the combination of these provisions it arises that the processing of data through a closed circuit television system constitutes processing of personal data that are amenable to the regulations stated in the aforementioned provisions of the community law, of the Greek Constitution and the special Law of the Authority. The Authority with the directive 1122/2000 and the Working Party on the protection of individuals with regard to the processing of personal data, which has been set up on the basis of article 29 of Directive 95/46/EC (Working Party of article 29), with the opinion 4/2004, have specified the general conditions for the installation and operation of closed circuit television systems in public places. To be more specific, with the decisions 28/2004 and 63/2004 the Authority had permitted the operation of the system mentioned in the request at issue and which had been used for the security of the Olympic Games, for a specific period of time and under specific conditions. 
2. With the request at issue it is asked to extend the operation of the system for the purpose of traffic management and also to broaden the purpose of the processing of the data received through the system, so as to include the protection of individuals and goods. As it arises from the request, the aim of the Controller is to install a general electronic surveillance system that will cover, besides traffic management, all the possible activities that take place in public places, where the machines of reception have been installed (circulation of vehicles and pedestrians, transportations of important people, marches and assemblies, patrol of the members of the police force, etc.). Moreover, there will be covered as many targets as possible (traffic roads, squares, parks, public buildings, embassies etc). Through this extension the Ministry of Public Order aims, according to what is stated in the request at issue, to make the electronic surveillance system as efficient as possible with relation to the ulterior purpose to prevent and repress possible criminal or terrorist acts.

3. For this reason, the legality of the system has to be examined, on the one hand, as to the primary demand concerning traffic management and on the other hand, as to the secondary demand concerning the extension of the purpose of the processing. 
A. As to the primary demand, the Authority in article 1 of directive 1122/2000 had decided that recording and processing of personal data through a closed circuit television system operating on a permanent, continuous or regular basis, is prohibited, because it infringes on the individual’s personality and privacy. Exceptionally, such recording and processing is legal without the consent of the data subject, under the terms and conditions of Law 2472/1997, since, besides the others, it refers to traffic management. A deviation from this rule can be recognized under strict institutional guarantees, only in exceptional cases of emergency. 
In the light of the aforementioned facts, as to the primary purpose, that is, the traffic management, the operation of the system fulfils the conditions of proportionality required by the law and only under certain conditions ensuring that the system is not used for any other purpose or by services of the Hellenic Police, other than those that have been legally entrusted with the management of the circulation of vehicles.
Consequently, the Authority has to permit the operation of the system for the primary purpose concerning traffic management for the requested period of time, that is, until 24-5-2006, according to the terms and conditions of decision 63/2004, as they are specifically stated in the purview of the present decision.
B. As to the secondary demand to extend the purpose of the processing for the protection of individuals and goods, which is related to the protection of public safety, the Authority has to investigate whether the consequences to the fundamental rights to the protection of personal data and private life, due to the operation of the system, are necessary or not for the effective protection of the right of the citizens to safety. That is to say, the legality of the system’s operation needs to be examined on the basis of the principle of proportionality in relation to the desired purposes.
The efficiency of the operation of closed circuit television systems in public places in connection with the prevention or the repression of acts that are detrimental to public safety cannot be concluded from the examination of the file. Indicatively, the Home Office of the United Kingdom has conducted a scientific study [Home Office Research study 292, Martin Gill, Angela Spriggs, Assessing the impact of CCTV, February 2005] the conclusions of which are extremely discouraging as to the efficiency of closed circuit television systems in relation to the safety of the citizens. To be more specific, the study showed that in most areas where there was an electronic surveillance system installed, criminality did not decline and that where it did decline, it is not certain that it was due to the presence of the cameras. The study also showed that the inhabitants of those areas did not think that the presence of the cameras made them feel safer. According to the findings of the study, the installation of closed circuit television systems is effective in connection with a decline in crime and the protection of goods on small-scale monitored spaces, such as parking spaces, merchandise warehouses etc. But there are no indications revealing that it is effective on large-scale spaces, such as public places.
Moreover,  the First Instance Court of Patras recently decided through the process of a restraining order as to the operation of closed circuit television systems in public places in general (decision 2765/2005) that “the operation of the cameras unlawfully violates the right to personality (…) of the citizens, because it puts them under control and unjustifiably restricts their freedom, as a manifestation of their personality and hinders the free development of their social and political activity. The impression of the citizen that it is very likely to be under surveillance definitely affects his behaviour in a way that is contrary to basic valuations of a democratic law and order”. Therefore, the operation of the cameras in question, constitutes an inadmissible violation of rights, provided for by the constitution, that is, the right to free development of the personality of the individual (article 5 § 1 of the Constitution), to private life (article 9 of the Constitution) and to protection of the individual from the collection, processing and use of personal data (article 9A of the Constitution).
In view of these findings and of article 4 § 1 of Law 2472/1997, which stipulates that “personal data, in order to be lawfully processed, must be (a) collected fairly and lawfully for specific, explicit and legitimate purposes and fairly and lawfully processed in view of such purposes and (b) adequate, relevant and not excessive in relation to the purposes for which they are processed at any given time” (principle of proportionality), as well as the non-existence, until this day, of a special, specific and important threat to public safety and law and order, the demand to extend the purpose of the processing is not legal, because in this way it occurs a serious and total violation of the rights of the citizens, without accomplishing a similar upgrade to the right of the citizens to safety. This does not eliminate the possibility, in case of an exceptional and special need, to permit the use of data for another purpose, but only after a special permit of the Authority, which shall be granted upon submission of a special and specific request by the Controller and on condition that the fundamental rights of the data subjects are not violated.

Consequently, the Authority has to reject the secondary demand as to the extension of the purpose of the processing regarding the protection of individuals and goods and, therefore, there is no need to examine the several issues posed in the request at issue related to the demand to extend the purpose, in view of the fact that this demand is rejected.
For these reasons the Authority

1. Accepts the request in part.
2. Permits the extension of the operation of the closed circuit television system, which consists of 293 machines recording audiovisual data, operating within the framework of project C41 and 49 machines that existed before the installation of this system and which will be installed in the road network of Attica until 24-5-2006, for the purpose of traffic management, under the terms and conditions stated in the decision no. 63/2004 of the Authority, as follows:

a) The operation of the system is permitted for the purpose of the traffic management of vehicles. It is forbidden to use the system and to utilize the data collected through it and recorded on it, for any other reason, other than the detection of offences according to the law and in conformity to the conditions of the present decision concerning the operation of the system.
b) The operation of those cameras that are installed on road axes of heavy traffic for the management of which the operation of cameras is necessary, is permitted. The operation of cameras installed on low traffic roads, squares, parks, pedestrian zones and citizens’ assembly places (i.e. theater entrances) is forbidden and those cameras need to be removed. To be more specific, the following cameras the position of which, according to the space-diagram submitted by the Controller, is not justified, need to be removed: cameras no 133, 138, 149, 150, 151, 152, 158, 159, 161, 162, 163, 165, 170, 173, 176, 177, 178, 180, 181, 183, 186, 188, 189, 227, 231, 232, 233, 236, 274, 275, 283, 285, as well as any other camera that falls in the category of the previous paragraph.
c) The cameras must operate in such a way that the reception and recording of images of the entrance or the interior of houses is not possible. Therefore, the cameras must be adjusted so that either they are stable or they allow the projection of certain areas through proper restrictions of the optical angle, tilt or zoom. 

d) The reception and recording of sound is prohibited. Therefore, the microphones must be removed from the poles on which they have been set.
e) The operation of cameras installed on crossroads or road axes, when the traffic flow of vehicles is interrupted on them, i.e. during manifestations, demonstrations etc, is prohibited. 
f) The system must be supervised and controlled only by the Traffic Control and Monitoring Operations Room of the Division of Road Traffic Police, where the database and the equipment that supports the processing will be kept and no service, other than the Division of Road Traffic Police, will have access to it and will it be available to.
g) The transmission of data to third parties is prohibited.
h) The data shall be kept for seven days after the passage of which they shall be deleted.
i) The security measures of the data processing and storage system shall be kept unswervingly.
j) For each of the cameras, before a person enters its range, he shall be notified in an appropriate and express manner (adequate number of discernible signs placed in visible spots), that he enters an area that is monitored, as well as to the purpose of the monitoring.
2. The Controller must submit to the Authority for approval the following:
a) The final setting positions of the CCTV equipment, as they will be determined after the application of the aforementioned regulations. It is noted that the final setting positions of the cameras of project C41 and also the cameras of the Hellenic Police that pre-existed and were incorporated in the system in question, must be given. 
b) The final configuration of the system which shall at least include for each one of the setting positions of the equipment, the area monitored by the camera (polygon or flow lines in this area) and the restrictions of the camera’s optical angle, tilt and zoom.
c) The Controller has to submit to the Authority the final form of the Security Policy of the system and a Code of Ethics for the protection of personal data that shall be applied.
3. Rejects the demand to extend the purpose of the processing and prohibits its use for the protection of individuals and goods or for other purposes besides traffic management.

                       The President


    The Secretary

                  Dimitrios Gourgourakis

 Georgia Palaiologou
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