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DIRECTIVE 1/2005 

The Hellenic Data Protection Authority convened, after invitation of its President, at a regular meeting in 29-9-2005 at its premises. The DPA was composed by D. Gourgourakis, President, Α. Papachristou and S. Lytras, members, and Α. Papaneofitou, Α. Prassos and G. Pantziou, alternate members, in substitution of the regular members N. Papageorgiou, S. Sarivalassis and A. Pombortsis respectively, who did not attend due to impediment, although they were legally invited. N.Frangakis, member, and his alternate member, did not attend the meeting due to impediment. A. Bourka, from the Auditors Department, and G. Palaiologou, from the Administration and Budgetary Affairs Department, were also present at the meeting, without voting right, acting as introducer and secretary respectively.

The DPA discussed the issue of the secure destruction of personal data and then, according to article 19 par. 1a) of Law 2472/97, issued the following directive: 

The Hellenic Data Protection Authority

Taking into consideration:

1. That according to article 10 of Law 2472/1997, the Controller must take the appropriate organisational and technical measures for the security of personal data and its protection against accidental or unlawful destruction, accidental loss, alteration, unauthorised disclosure or access as well as any other form of unlawful processing.

2. That the above apply during the whole data processing period, which is completed with the destruction of the data, according to article 4, par.1d) of Law 2472/1997.

3. That the violation of article 10 of Law 2472/1997 incurs the sanctions of articles 21, 22 and 23 of Law 2472/1997.

4. That according to article 19, par. 1a) of Law 2472/1997, the DPA issues Directives for the purpose of the uniform application of the rules pertaining to the protection of individuals against the processing of personal data.
Issues the following Directive:

DIRECTIVE 

for the secure destruction of personal data after the end of the period that is required for the accomplishment of the processing purpose

Article 1. Scope
1. The present Directive concerns the destruction of personal data after the end of the period that is required for the accomplishment of the processing purpose or generally the data maintenance period, according to article 4, par. 1d) of Law 2472/1997. 

2. The present Directive is not applied in cases where the Controller makes the data anonymous after the end of the processing period. 

Article 2. Types of data to be destroyed

1. According to the medium used for the data maintenance and further processing, we distinguish the following types of personal data to be destroyed:

· Personal data in paper form (documents).

· Personal data in electronic form, stored in different types of physical mediums (hard disks, CD, DVD, floppy disks, etc). This data may be available either in structured form (for example a data base), or as a number of electronic files (for example text files, images etc).

· Personal data in other form (for example data stored in videotapes, microfilms, etc).

2. The above types of data may exist simultaneously.

Article 3 Principles for secure data destruction

1. The Controller is responsible for the secure destruction of personal data right after the end of the period that is required for the accomplishment of the processing purpose.

2. According to the period that is required for the accomplishment of the processing purpose, we distinguish the following destruction cases:
· Data destruction on daily basis. This case concerns personal data produced or /and used as part of the Controller’s everyday operations and that, after the accomplishment of a specific task, are considered as useless (for example, copies, draft reports, employees’ notes, informational material, etc in paper or electronic form).
· Scheduled destruction of part or all of the Controller’s personal data. This case concerns the massive destruction of data, carried out either because the period that is required for the processing purpose has elapsed for this specific data (according to the data maintenance time period in effect), or for any other reasons, like for example cessation or modification of the Controller’s works. 

3. The Controller must destroy the personal data in a secure way, in order to avoid unlawful data processing, like for example any form of data disclosure to third parties. 

4. As a secure way of destruction we consider any set of procedures and measures that, after its application, it makes the data subjects’ identification impossible. 

5. In any secure data destruction way, the destruction is irreversible, meaning that is it will no longer be possible to retrieve the personal data, after the destruction, using any technical or other means.
Article 4. Obligations of the Controller
1. Procedures concerning the secure data destruction 

a) The Controller must apply a specific procedure for the secure destruction of the personal data after the end of the period that is required for the accomplishment of the processing purpose. This procedure will cover all the types of personal data mentioned in the article 2 of the present Directive, will apply both to the daily and scheduled destruction of the Controller’s data and will be set out in written form, signed by the Controller.

b) The Controller must apply the appropriate control mechanisms for the monitoring of the above mentioned data destruction procedure. The control will be assigned to authorized employees of the Controller. The control procedure will be set out in written form, signed by the Controller.

2. Assignment of the data destruction to a Processor
α) If the destruction is carried out on behalf of the Controller by a Processor (physical or legal entity), the Controller must make the assignment only in written form, according to article 10 par.4 of Law 2472/1997. The assignment contract must clearly define the measures that the Processor must apply for the secure transfer of data to the destruction site, the destruction site, the intermediate data storage sites (if any), the way of destruction, as well as the maximum allowed time period between the delivery of the data by the Controller to the Processor until the final data destruction. Moreover, the assignment contract should include any additional Controller’s requirements with regard to the technical and organizational destruction measures, as well as precise information for possible third parties (subcontractors) who will carry out part or all of the data destruction on behalf of the Processor.

b) In case the destruction is assigned to the Processor:

· It must be guaranteed that the Controller has the data disposal and control authority until the final data destruction. Therefore, the Processor must keep separately the different Controllers’ (with whom a contract has been made) data to be destroyed.
· The Processor must be in the position to apply the proper technical and organizational measures for the secure data destruction, and to provide for the respective destruction and destruction control procedures, as these are defined in paragraph 1 of the present article for the Controller.
· Physical persons-employees of the Processor who will carry out the destruction must be bound with a processing-specific secrecy obligation. 
c) When the data are governed by a specific secrecy obligation determined by law (for example medical secrecy), the Controller is obliged in the first place to carry out the destruction alone (that is without assignment to a Processor), in order to guarantee that this secrecy will not be violated by any unlawful disclosure of data to third parties. In case that this is technically or organizationally extremely difficult for the Controller, the assignment to the Processor must be carried out in such a way, so that the Controller has the overall supervision of the destruction procedure (for example the destruction of data can be carried out in the premises of the Controller, or the first stage of the destruction can be carried out in the premises of the Controller, e.g. with the use of file eraser programs for data in electronic form (article 6 of the present directive), or in cases where this is not feasible, like for data in paper form, an authorized Controller’s employee can supervise the data destruction in the premises of the Processor. 

3. Data destruction way

The Controller may use any secure data destruction way, as this is defined in article 2 of the present Directive. The procedures and measures described in articles 5 and 6 of the present Directive are only indicative. 

Article 5 . Secure destruction of personal data in paper form
1. Daily data destruction 

A secure procedure for the daily destruction of personal data maintained in paper form (documents) may include the following indicative steps (Figure 1):
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Figure 1: 
An indicative procedure for the daily destruction of personal data in paper form
a) The Controller’s employees place the documents to be destroyed in special bins located in specific sites within the premises of the Controller.
b) The documents are collected from the different bins and placed into a central bin located in a specific room within the premises of the Controller. An authorized employee of the Controller is specifically assigned for this task.

c) The documents are shredded (cut in stripes) by authorized Controller’s employees with the use of special equipment within the premises of the Controller.

d) Alternatively, the documents shredding may be carried out outside the premises of the Controller through assignment of the destruction to a Processor, according to article 4, par. 2 of the present Directive. In such a case, a delivery protocol is signed to prove the data delivery from the Controller to the Processor. Moreover, the Processor, according to par. 3b of the present article, signs a data destruction protocol. Pulping or/and recycling of the documents may follow documents shredding.

 2. Scheduled data destruction 
A secure procedure for the destruction of all or part of data maintained in paper form may include the following indicative steps (Figure 2):
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Figure 2: An indicative procedure for the secure scheduled personal data destruction 
a) Separation of the data to be destroyed by the authorized employee of the Controller.

b) Collection and safe – keeping of the data to be destroyed in an area tailored for this specific purpose in the premises of the Controller. Only authorized employees of the Controller can have access to this area.

c) Massive destruction of data by shredding, pulping and recycling, according to par. 1c) and d) of the present article. An alternative method of data destruction is burning, taking into account existing legislation and requirements for special waste disposal and environmental protection.

d) Signing of the data destruction protocol, according to par. 3 of the present article.

3. Data destruction protocol

a) The data destruction protocol must include at least the following information (Annex 2 of the present Directive): 

· Date of data destruction.

· Description of the data destroyed. 

· Way of destruction.

· Full name of the employee of the Controller who is responsible for the destruction.
· The Processor who carries out the destruction (in case this destruction is assigned to a Processor).
b) When the Processor destroys the data, the Processor must also sign the data destruction protocol. In such a case, the Controller must sign the data delivery protocol to and receive the data destruction protocol from the Processor.
Article 6. Secure destruction of data in electronic or other form
1. For the secure destruction of data in electronic form, simple deletion of data is not adequate (for example using the “DELETE” command), since in such a way only the reference to the data is deleted, whereas the data may still be retrievable with the use of specific software programs. 

2. The suggested way for the secure destruction of data stored in rewritable media (for example hard disks, floppy disks, rewritable DVD and CD) is data overwriting (alteration of data through their replacement by random characters). Overwrite may be carried out through the use of specialized programs (file erasers, file shredders, file pulveritizers). In the case of daily data destruction, an alternative way for the destruction is data formatting. 

3. In the case of scheduled destruction of all the Controller’s data, an alternative way (for especially crucial data) is the physical destruction of the data storage medium (for example through breaking into pieces, pulverization, burning, taking into account existing legislation and requirements for the disposal of specific types of waste and the protection of the environment). 

4. The data destruction includes also the destruction of all data back ups maintained by the Controller.

 5. The scheduled destruction of data must be accompanied by a destruction protocol, according article 5, par. 3 of the present Directive.
The President  

             

The Secretary 

    Dimitrios Gourgourakis  

  
                    Georgia Palaiologou

Annex – Processing mediums and proposed destruction ways
	Processing medium


	Suggested destruction way

	Data in paper form


	· Shredding

· Pulping-Recycling

· Burning



	Data in electronic or other form

	· Overwrite

· Format

· Physical destruction of storage medium


Annex 2 – An example of destruction protocol

	Controller



	Date of destruction


	Responsible employee

	Description of data destroyed

	

	

	

	Way of destruction:

Burning                                        

Shredding

Pulping
Overwrite
Format
Physical destruction of storage medium

Other: -----------------------------------------------------------------------------------------



	In case of assignment to a Processor, the destruction was carried out by :  

	


DESTRUCTION PROTOCOL





The following personal data were destroyed according to the respective policies and destruction procedures of our organization.





Placing the data to be destroyed in special bins





Collection from the bins and safe keeping in a central bin





Document shredding in the premises of the Controller 





Delivery  to a Processor (for shredding, pulping, recycling)





1 Separation, collection and safekeeping of the data to be destroyed in a secure place 





2. Documents shredding





3.Pulping, recycling





4. Burning 





5. Destruction protocol
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