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DECISION NO 63 / 2004

Data Protection Authority convened, after invitation of its President at a regular meeting on 18-11-2004 on its premises, composed of D. Gourgourakis, President, and S. Lytras, A. Papachristou, S. Sarivalassis and N. Frangakis, members, and the alternate members G. Pantziou, who was appointed to be the case rapporteur and A. Papaneofitou, in substitution of regular members A. Pombortsi and N. Papageorgiou respectively, who did not attend due to impediment, although they were legally invited, in order to examine the case mentioned on the review of this decision. Present at the meeting without the right to vote were Ph. Mitletton, auditor, acting as assistant rapporteur and A. Chrisovelidi acting as  secretary. 
The Authority considered the following:

The Ministry of Public Order – Hellenic Police Headquarters – Olympic Games Security Headquarters (OGSH) with its Ref. No PN 101/4-10-2004 document asks the Authority for the extension of the function of the closed circuit of TV, used for the security of the Olympic Games after their end, because, as it claims, its function is necessary for reasons of public interest and specifically for the purpose of traffic management. 
The Authority with its Ref. No PN 23/7-10-2004 document has asked OGSH for clarifications on the function of the circuit and OGSH responded with the Ref. No PN 3455/20-10-2004 document.
According to OGSH documents, the function of the Closed Circuit of TV falls within the framework of project C4I, created for the needs of the Security of the Athens Olympic Games. OGSH claims that the continuation of the function of the circuit is necessary for reasons of public interest and particularly for managing the circulation of vehicles and pedestrians in Attica prefecture, a fact that will allow to have speed in transportations, reduction of time of service for citizens and the immediate intervention of public force in case of an emergency (i.e. road accident). According to the aforementioned documents, Controller of the data will be the Hellenic Police Headquarters, since access to them will have the official services of the Hellenic Police (GPHA, Traffic Police Headquarters of Attica, Flying Squad Headquarters etc.). The database and equipment supporting the service will be kept by the General Police Headquarters of Attica and specifically the Operations Room for the Monitoring and Control of Traffic of the Traffic Police Headquarters of Attica. The data will be kept for seven days, after the passage of which the data will cease to exist.
Following the examination of all the aforementioned information and consequent discussion the Authority 
HAS CONSIDERED IN ACCORDANCE WITH THE LAW

1. Processing data through closed circuit constitutes process of personal data. This point of view has been accepted by both the Authority with Directive 1122/2000 and the Working Party on the protection of individuals with regard to the processing of personal data, set up on the basis of article 29 of Directive 95/46/EC (Working Party of the article 29), with opinion 4/2004. Consequently the legality of using such circuits must be examined based on the principle of proportionality in relation to the desired goal. 
Legal basis for examining the issue are: 
· Article 8 of the European Treaty on Human Rights for the protection of private life.

· Convention 108/1981 of the Council of Europe for the protection of Individuals with regard to Automatic Processing of Personal Data.

· Articles 7 (protection of private life) and 8 (protection of personal data) of the Charter of Fundamental Rights of the European Union.

· Directive 95/46/EC of 24 October 1995 for the protection of natural persons with regard to the processing of personal data and also for the free circulation of these data.
· Articles 9 and 9A of the Constitution.

· L. 2472/97 on the protection of individuals with regard to the processing of personal data.

2. According to opinion 4/2004 of the Working Party of article 29, “the over-proliferation of image acquisition systems in public and private areas should not result in placing unjustified restrictions on citizens’ rights and fundamental freedoms; otherwise, citizens might be actually compelled to undergo disproportionate data collection procedures which would make them massively identifiable in a number of public and private places.”

The rapid development of technology brings us before situations which may constitute a particularly severe personality insult and unjustifiably shrink citizens’ rights. There are, for example, technical systems capable of combining image recording with studying and the predictability of human behavior, so as to move from the known form of “static” surveillance to “dynamic-precautionary” surveillance forms. 

For this reason it is necessary for the evaluation of the legality of every video-surveillance system that specific strict criteria and conditions, are taken into consideration, deriving from the applied legal framework and concern: 

· The legitimacy of the process (proportionality, purpose, prohibition of using it for other purposes and of transmitting it to third parties).
· The obligations of the Controller (security, confidentiality, notification).

· The rights of subjects (access, objection).

· The technical security measures.

3. In this case, the Closed Circuit of TV is the basis of the function of Subsystem 17 of C4Ι. Subsystem 17 is a circulation surveillance system on the Roads of Attica. The system is being monitored and controlled by the Operations Room for the Monitoring and Control of Traffic of the Traffic Police Headquarters of Attica and is also available in distant Administration Centers (General Staff, Ministry of Public Order etc.). The elements that make up Subsystem 17, give the Operations Room for the Monitoring and Control of Traffic operators the possibility of access to video and sound from each one of 293 positions, wherever CCTV equipment is set up, as also to video from 49 cameras of the Hellenic Police. Each one of the 293 positions contains a pole 12 or 8 meters high with camera PTZ, sound box and microphone. Near each pole, an electric board contains the functional equipment of the system (codifiers, network transmitters, UPS etc.) and the Intelligent Traffic System (ITS) (in 282 positions).

In specific, the technical characteristics of the system are as follows: 

Camera PZT: The portable color camera Pelco Esprit, ES31C22-2N-X PTZ model (Panoramic, optical Zoom) is placed on the top of a pole 12m high (in five places, poles 8m high are used). The camera has automatic focus with manually-operated predominance, automatic spectrum with manually-operated predominance and constant optic angle rotation of 360°.
Microphone: The microphone Crown PZM-11LLWR is placed in 7m, on a pole 12m high, or in 5m, on a pole 8m high. It is weather proof and it operates during and after a rainfall.
Intelligent Traffic System (Traficon): The Traficon ITS system is based on video process units (detection cards), which transform image process algorithms into video signals, so as to define pre-arranged alarm conditions (traffic violations, traffic flow problems, accidents). As soon as an alarm situation is located, a unit transmits the alarm data, through the network, to the central ITS server of the Operations Room for the Monitoring and Control of Traffic, where the alarm signals from all units are collected and reported to, with the application of proper software. All the alarm signals are transferred to Secure-M.


The configuration of the ITS system includes the definition of areas of interest in the camera projection, with the “designing” of polygons or flow lines in these areas. In this way, circulation lanes, stop lanes and the no stop zones are defined.


For every camera PTZ that is moved from the pre-arranged ITS projection, the ITS function is de-activated by the software. During the move of the camera, the ITS adjustments are no longer in power, as they are applied in a certain projection and in a different scene they might create wrong alarm signals. De-activating ITS during the PTZ actions does not simply mean that the ITS alarm signals are not being recorded but also that they cannot be created in the first place, since the ITS unit enters a “zero situation”, so that alarm signals are not created but also that wrong circulation data are not received, too, which could lead to wrong alarm signals, even if the camera returned to its regular position. 

The system has the potential to watch and evaluate the following categories of incidents that concern traffic circulation:

Traffic congestion (applied to circulation lanes): Automatic distinction of up to 5 levels of traffic flow (service level), based on the speed of the flow and the occupation of the zone. Surveillance of the circulation flow speed is between 0 and 150 km/h for 8 lanes at the most. Traffic congestion corresponds with circulation flow alarm of the 4th level.
Circulation load (applied to circulation lanes): Automatic distinction of up to 5 levels of traffic flow (service level), based on the speed of the flow and the occupation of the zone. Surveillance of the circulation flow speed is between 0 and 150 km/h for 8 lanes at the most. Circulation load corresponds with circulation flow alarm of the 3rd level.
Circulation speed evaluation (applied to circulation lanes): Locating speed reduction, based on the speed of the flow.
Locating an accident (applied to circulation lanes and cross-roads): Locating stopped vehicles in moving lanes. 

Unlawful stop and parking of a vehicle (applied to circulation lanes and cross-roads): Locating vehicles that have stopped unlawfully in pre-arranged location zones.
Unlawful circulation of a vehicle (applied to circulation lanes and cross-roads): Locating vehicles moving to the wrong direction.
Tailback on the traffic lights (applied to circulation lanes): In roads, where there is a traffic light ahead, to the direction of the circulation, the circulation flow is uneven. In these cases, the useful circulation data is the tailback on a traffic light.

The functionality total of Subsystem 17 of the Operations Room for the Monitoring and Control of Traffic is controlled by a Secure-M server. Commands are given through the graphic user interface of the “client” Secure-M operating at a Secure-M workstation.


In Operations Room for the Monitoring and Control of Traffic there are the following available functions:

· Choosing any video source from a position of the Roads of Attica and projecting it at any CCTV screen.

· Choosing a video/sound source from a position of the Roads of Attica and projecting/hearing on the screen and sound boxes of the Secure-M workstation.

· Transmission of phonetic signals from an authorized Secure-M client of the Operations Room for the Monitoring and Control of Traffic to any sound box in position of the Roads of Attica.

· Optical angle/tilt/zoom control of any camera on the Roads of Attica, with control of the speed of optical angle/tilt/zoom.

· Manual control of the spectrum and focus of the camera.

· Manual control of the screen-wiper of the camera.

· Moving any camera of the Roads of Attica to a pre-arranged position – projection of a certain area with pre-arranged adjustments of optical angle, tilt and zoom. Every camera has pre-arranged position adjustments and also new ones can be created.

· Pre-arranging or activating the patrol function of a camera on the Roads of Attica.
A camera on a Road of Attica can move in a certain raw of positions, similar to a guard walking on a set route. Except for adjusting pre-arranged positions for every area in the patrol, intervals between the moves of the camera and the projecting raw of every area can also be defined.

· Defining or activating the sequence function of a camera on the Roads of Attica.
A screen can be adjusted so that it projects video from a lot of cameras of the Roads of Attica, one after another. In the sequence operation one or more pre-arranged positions are included for every camera. This allows for the periodic scanning of the whole perimeter of the multiple areas controlled, without the need for the user intervention.

· Local filing of video – video recording in the Secure-M workstation.

· Retrieving video and pictures in file and projecting them on the screen of the Secure-M workstation.
4. According to article 1 of the 1122/2000 Directive of the Authority, receiving and processing personal data with closed circuit of TV, operating permanently, constantly or in fixed intervals, is not allowed, because it offends the personality and private life of the individual. Exceptionally, such a reception and process is lawful, without the consent of the subject, with the conditions of the L. 2472/1997, if the purpose of process is the protection of individuals or goods or the regulation of traffic. Legitimacy criteria are the principle of necessity and the principle of proportionality. 
The purpose for which operation license of the closed circuit of TV system on the road network of The Prefecture of Attica is being asked, that is regulating the circulation of vehicles, is legal only on specific terms, under which it will be insured that the system is not used for other purpose and no other departments of the Hellenic Police is using it than the ones legally assigned the regulation of the circulation of vehicles.  
For these reasons


1. The Authority allows for the extension of the functioning of the Closed Circuit TV, operating on the framework of System C4I, being set on the road network of the Prefecture of Attica, for a time period of 6 months, that is from 25/11/2004 to 24/5/2005, for the purpose of regulating circulation, on the following terms:


a) The system is allowed to operate exclusively for the purpose of regulating the traffic of vehicles. Using the system and utilizing the data, collected through the system and recorded on it for any other reason is forbidden, including discovering offences, other than those related to regulating circulation. 

b) Those cameras set on road axes of heavy traffic, for the regulation of which the use of cameras is necessary, are allowed to operate. The operation of cameras set on low traffic roads, squares, parks, pedestrian zones and citizens’ assembly places (i.e. theater entrances).
Suggestively, the following cameras are mentioned, the position of which, according to the space-diagram submitted by the controller, is not justifiable: Cameras no 133, 138, 149, 150, 151, 152, 158, 159, 161, 162, 163, 165, 170, 173, 176, 177, 178, 180, 181, 183, 186, 188, 189, 227, 231, 232, 233, 236, 274, 275, 283, 285. 
c) Cameras must operate in such a way that taking and recording pictures of the entrance or the interior of houses is not possible. Therefore, cameras must be adjusted so that either they are stable or projecting certain areas through proper restrictions of the optical angle, tilt or zoom is allowed. 
d) Taking and recording sound is prohibited. Therefore, microphones must be taken off the poles, on which they are set.

e) The operation of cameras set on crossroads or road axes is prohibited, when the traffic of vehicles is interrupted on them, i.e. during manifestations, demonstrations etc.
f) The system must be supervised and controlled only by the Operations Room for the Monitoring and Control of Circulation of the Traffic Police Headquarters, where the database and the equipment, supporting the process, will be kept, and no other Department will have access to it or will it be available to, than the Traffic Police Headquarters.

g) Transmitting data to third parties is prohibited.

h) The data will be kept for seven days at the most, after the passage of which, the data will have to be deleted.
i) The processing system and data storage security measures are kept unswervingly.

j) For every one of the cameras, before the person enters its range, he/she is informed in an appropriate and express manner (adequate number of discernible signs in conspicuous positions), that he/she enters an area that is monitored, and also of the purpose of monitoring. 

2. The Controller must submit to the Authority the following for approval:
a) The final setting positions of the equipment CCTV, as they will be determined after the application of the above. It is noted that the final setting positions of the cameras of the C4I project and the pre-existing and integrated in the system in question cameras of the Hellenic Police must be given. 

b) The final configuration of the system, which will at least include for each one of the setting positions of the equipment, the area of the camera’s interest (polygon or flow lines in this area) and the restrictions of the camera’s optical angle, tilt and zoom.
c) Security Policy, which will at least include the suggested measures mentioned on the attached document.
d) A Code of Ethics Text concerning the protection of personal data, kept for all the categories of staff having direct or indirect access to them (CCTV screen and Secure-M workstations users, Secure-M authorized clients, system managers etc.).  
     
      The President 

       
                              The Secretary 

Dimitrios Gourgourakis 

      

Aimilia Chrisovelidi   
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