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DECISION NO. 61 / 2004


The regular meeting of the Personal Data Protection Authority was convened by its President on 21-10-2004 at its premises to examine the case cited in the history hereof; it was composed of the President D. Gourgourakis and the members S. Lytras, A. Papachristou and N. Frangakis, and the non-voting members A. Prassos, G. Pantziou, who had been appointed as rapporteur for the case, and A. Papaneofytou substituting for the ordinary members S. Sarivalassis, A. Pombortsis and N. Papageorgiou, respectively, who though legally invited did not attend the meeting due to impediment. A. Chryssovelidou attended the meeting without a right of vote acting as secretary.

The Authority considered the following :

1. With its report (reg. no. …..) of ..…… the Association of Employees at the company …………………… brought to the attention of the Authority data relating to the operation of the information system of the company ….. regarding the potential access of the employer to the personal computers of company employees and requested the Authority to examine the legality of this process.


Specifically, the Association of Employees at the company…. (a) notified the Authority of the company’s “Computer Use Guidelines” for employees and requested that the same examine the legality of the terms stated therein and (b) reported that the Virtual Network Computing (VNC) software has been installed in the personal computers of company employees, thereby enabling the company’s Information Technology and Communications Department as well as any third party in possession of the access codes not only to look at the screen of each employee and to have access to the data stored in his/her personal computer, but also to remotely control and operate employees’ personal computers.


Further to the above, the Association of Employees at the company…. requested that the Authority give its opinion on the following matters:


a) May employees communicate internally and externally of the company personal matters (as envisaged by law) free of any obligations or forms set by the company? May employees use their personal computers for this purpose or is the company required to make unmonitored computers available to employees for their personal communication if they so wish?


b) May employees forward any incoming messages to a personal electronic mail account when out of the office?


c) Should the company be required to bar incoming messages from certain Internet Service Providers, will such requirement also apply to outgoing employees’ messages to specific users of such service providers?


2) The Association of Employees at the company ……. with its document of ….….. (reg. no. ……) forwarded to the Authority the report of company employee X who is an elected member of the Staff Health and Safety Committee dated …….. reporting that the company suspended his/her company electronic address on ..…... as a result of which the same was unable to either send or receive messages. The aggrieved employee claimed that the reason for such suspension was that he would send long messages to a large number of recipients. The same also reported that he was denied access to the Internet while his personal electronic address (…..) had already been added to the list of barred addresses so that company staff members could not send and/or receive messages to and/or from such address.


3) With its document (reg. no. ……) of 20-1-2004 the company expounded its views on the above to the Authority and then provided further clarifications with its document (reg. no. ……) of 30-1-2004.


4) On 30-3-2004 with his/her document with reg. no. …… employee X provided further clarifications regarding the accusations made. This document reports that the company’s Information Technology Department together with the Administration Management, with the agreement of the company’s Management, are systematically monitoring employee communications. Specifically, it reports that (a) all electronic mail coming into or going out of the company’s server are copied and remain in the server for an arbitrary period of time, (b) a record is kept of all Internet sites visited by each user, and (c) the above are done by use of special software (the VNC).


(5) At the meeting of the Authority of 24-6-2004 the company and employee X were invited and expounded their views.

On examination of all of the above facts and following a discussion

THE AUTHORITY DELIBERATED IN ACCORDANCE WITH THE LAW

1) Article 8 §1 of the European Convention for the Protection of Human Rights and Fundamental Liberties (ECHR) stipulates the following: “Every person is entitled to the respect of his private and family life, of his domicile and correspondence”.

Article 7 of the Charter of Fundamental Rights of the European Union stipulates the following:

“Every person is entitled to the respect of his private and family life, of his domicile and communications”.

Article 8 of the Charter of Fundamental Rights of the European Union stipulates the following:

“Every person is entitled to the protection of personal data concerning him”.


Article 9A of the Constitution stipulates the following:

“Every person is entitled to protection from the collection, processing and use, in particular with electronic means, of personal data, as prescribed by law”.


Article 19 § 1 of the Constitution stipulates the following:
“The secrecy of letters and freedom of correspondence or communication by any other means is totally inviolable (…)”.


Article 2 of Law 2472/97 stipulates the following:

“For the purposes of this law:

(…)

d) "Processing of personal data" ("processing") shall mean any operation or set of operations which is performed upon personal data by the Public Administration or by a public law entity or private law entity or by an association of persons or a natural person, whether or not by automated means (…)”.


Article 4 § 1 of L. 2472/97 stipulates the following:

“ To be lawfully processed personal data must be:

a) Collected fairly and lawfully for specific, explicit and legitimate purposes and fairly and lawfully processed in view of such purposes.

b) Adequate, relevant and not excessive in relation to the purposes for which they are processed at any given time. 

(…)”


Article 5 § 1 of L. 2472/97 stipulates the following:

“Personal data processing will be permitted only when the data subject has given his/her consent.”

Article 21 § 1 of L. 2472/97 stipulates the following:

“The Authority may impose on the Controllers or their representatives, if any, the following administrative sanctions for breach of their duties arising from this law as well as from any other regulation on the protection of individuals from the processing of personal data:

a) A warning with an order for the violation to cease within a specified time limit.

(…)”.


2) The European Court of Human Rights has deliberated on the provisions of article 8 of the ECHR that the protection of an individual’s “privacy” established therein makes no exception for the professional life of employees and is not limited to life within one’s domicile.


Furthermore, the Group for the Protection of Individuals from Personal Data Processing established by article 29 of Directive 95/46/EC on the protection of natural persons from personal data processing and on the free movement of such data (Working Group of Article 29) in the Working Document of 29-5-2002 on the monitoring of electronic communications at the workplace held that the meaning of the secrecy of correspondence has become broader to include the meaning of the secrecy of communications with the aim of ensuring the same degree of protection for electronic communications with that of traditional correspondence. Therefore, the Working Group is of the opinion that electronic mail messages are granted the same degree of protection with fundamental rights as is traditional post. Furthermore, electronic communications conducted in business premises may fall under the meanings of “privacy” and “correspondence” in the sense of article 8 of the ECHR.


As regards the degree to which such principle may be subject to derogations or restrictions, especially when applied to the rights and liberties of third persons who are similarly protected by the Convention (e.g. legal interests or the employer), according to the opinion of the Working Group of Article 29, “in any event the place and ownership of the electronic means used does not exclude the secrecy of communications and correspondence as laid down in fundamental legal principles and statutes”.

3) The document entitled “Computer Use Guidelines” communicated by the company to company members of staff states that:

a) Users may not install new software or modify in any way the settings in software already installed in the computer systems by the users without the permission of the Information Technology and Communications Department.

b) Any change or tampering with settings in the electronic mail management programs installed in company computers by any means is forbidden.

c) The electronic mail service may not be used to send messages to a large number of recipients within or outside the company and most importantly for unofficial purposes.

d) Access to the Internet may be only for official use while the web pages visited by users are recorded at the head offices for statistical purposes.


Moreover, the company in its afore-mentioned document of 20-1-2004 to the Authority states inter alia that “… the computers and systems installed are granted for use within the scope of work of the members of staff and with common use rules (…) without basic rules, the entire system would be useless and the enormous expenses invested in it would be totally unjustified (..)”. Attached to the same document “by way of example” are the contents of some electronic messages of employee X to substantiate the allegation of the company on the improper use of electronic mail on his/her part.


Furthermore, the company in its document of 30-1-2004 states that the VNC software has been in use by the Information Technology and Communications Department since the middle of 1999 to ensure the remote provision to users (via the company network) of “help desk facilities”.

4) From the documents produced and the views expounded verbally by the parties before the Authority it follows that:

a) The company has installed the VNC software in the personal computers of employees without advising employees of the installation and use of the software which enables any third party in possession of the access codes not only to watch the screen and have access to the storage areas of every employee’s personal computer, but also as to take control of and operate the personal computers of employees via the network (remote control). Moreover, it forbids any employees who are aware of the existence of the software to change the access codes so that employee access to their personal computer may be controlled for this purpose (remote provision of user assistance services), since according to the “Computer Use Guidelines” of the company to its employees “The installation of new software or any kind of modification in the settings of software already installed in the computer systems by the users is not permitted save with the permission of the Information Technology and Communications Department”.

b) A record is kept of web sites visited by employees. According to the company’s “Computer Use Guidelines” for employees “The Internet may only be accessed for official purposes while a record is kept at the head offices of all web pages visited by users for statistical purposes”.

c) The company may suspend without prior notice the corporate electronic address of employee X (……) so that such employee may not send or receive messages. The reason for such restriction was that employee X would send long messages to a large number of recipients. Moreover, his/her personal electronic address (……) had already been added to the list of restricted addresses so that company employees could not send and/or receive messages to and/or from such address. Furthermore, the company questions the ability of the employee to make use of his personal electronic address without its permission.


5) The use of software aiming to provide remote user assistance services is done in a way that does not secure the respect of employee privacy and communications and is in blatant violation of his/her personality. Both the real time monitoring of employee activity in front of their personal computer and access to data stored in his/her computer consists of personal data processing in the meaning of article 2 para d of law 2472/97. Such processing is unlawful so long as it is done without the consent of the subject and is not subject to any of the exceptions of article 5 para 2. Data processing with the subject’s consent may be lawful, however, as certified by the Authority (directive 115/2001), the abstract wording of the regulation does not take into consideration the element of dependence present in such work relation. In the said case, the employee’s consent will have to be accompanied by action taken by the Controller (modification of the terms of use of information technology equipment and communications, development of a corporate electronic mail/internet policy, participation of employee representatives both in policy implementation and in the investigation of any violations), so that based on the principle of the object and of proportionality (article 4 para 1 a and b) the protection of employee privacy and communications be ensured.


As regards the record of web pages visited by employees kept for statistical purposes, such record amounts to violation of the principle of proportionality as laid down in article 4 para 1b, provided that the data collected are more than those required in view of such purpose. Besides, according to article E’ para 5 of directive 115/2001 of the Authority, the principle of the object and of proportionality prescribes only the isolated and exceptional collection and processing of such data insofar as this is founded on a clear overriding legal interest of the Controller (article 5 para 2 e). The banning of the general, systematic and pre-emptive collection and recording of data on Internet use also emanates from the principle of proportionality.


According to article E’ para 4 of directive 115/2001 of the Authority, the collection and processing of data on the calls and general communications (including electronic mail) at the workplace, is permitted insofar as it is absolutely necessary for organising and monitoring the performance of such operation or of a set of business operations and in particular for monitoring expenses. The communication data recorded must be limited to those absolutely necessary and appropriate to fulfill such purposes. In no event is the recording and processing of the entire number of or of the totality of communication data or of data of their contents allowed, which may not be collected save on permission of the Court Authorities and provided that this is necessary for reasons of national security or to investigate exceptionally serious crimes. Therefore, access to and the recording of electronic communication data such as the recipients and the contents of the electronic communications of company employees is unlawful and such data may not be used to monitor employee conduct.


In accordance with the above, the Authority must, on the basis of article 21 § 1 sect. a of Law 2472/97, issue a warning to the company on the lifting of violations regarding the reasons hereof.

In consideration of the above

1) The Authority is issuing a warning to the company …….. to take the following action:

a) To advise company employees of the use of the software in a way that is especially clear and intelligible to all (e.g. a message popping up on the screen once a computer is turned on).

b) Use of the VNC software by a user other than the employee shall be made solely for the purpose of providing remote assistance services. Moreover, employees shall control the use of such software (e.g. employees shall be able to change the access code and shall have to be advised each time that computer access is required via the VNC).

c) Employees must be able to use space inaccessible by third parties (e.g. by using disk partition) and/or to perform file encryption.

2) The Authority is issuing a warning to the company ………… to take any necessary technical and organisational security measures for the protection of personal data handled via the network and/or stored in company computers. Specifically, it must draw up a risk study and a security policy and submit all relevant texts to the Authority within 3 months. Moreover, the updated “Computer Use Guidelines” following the realisation of the above recommendations shall have to be submitted to the Authority.

3) The Authority is issuing a warning to the company …………… to refrain from making a record of web pages visited by employees for statistical purposes, while the web pages which employees may visit may be restricted. 

4) The Authority is issuing a warning to the company ……………… to refrain from collecting and processing data regarding calls and in general communications (including electronic mail) at the workplace, save if this is absolutely necessary for organising and monitoring the handling of such operation or of a set of business operations and in particular for monitoring expenses. The communication data recorded must be limited to those absolutely necessary and appropriate for fulfilling such purposes. In no event is such recording and processing of the entire number of or of the totality of communication data or of data of their contents permitted.



The President




The Secretary


Dimitrios Gourgourakis


Emilia Chryssovelidi
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