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DATA PROTECTION 
AUTHORITY

	Athens 6-10-2004
Reg. No: 2316

	Address
 :1-3, Kifissias
  
              115 23 ATHENS
Tel.                 : 210-6475601

Fax                  : 210-6475628
	


DECISION 54/2004

The Data Protection Authority, consisting of Mr. D. Gourgourakis, President, the members Mr. A. Papachristou, who had been appointed rapporteur, Mr. S. Lytras, Mr. N. Fragkakis and Mr. St. Sarivalassis and the alternate member Mr. A. Papaneofytou substituting the regular member Mr. N. Papageorgiou who was not present due to an impediment, although he was formally invited, convened on 6-5-2004, at the respective premises, following an invitation by the President. The Authority convened in order to examine the case mentioned hereinbelow. Ms K. Lostarakou, auditor, as rapporteuress and Ms M. Tsiavou, as secretary, were present without the right to vote.

Mr. … with the documents (reg. no. … and reg. no …) and Ms … with the document no …, complained to the Authority concerning the policy of the insurance company under the trade name … to demand from its insurees to give their consent to the processing of their health data in the document of the receipt in order to receive the compensation which they are entitled to receive.

The Authority initially sent a letter (…) concerning the first out of the two aforementioned complaints, asking for the views of the company about the issue, without receiving an answer. The case was initially discussed at the meeting of the Authority on 10-7-2003 during which it was decided to summon the representative of the company and then on 24-7-2003 when the Authority postponed the discussion of the case and the deliverance of judgement for a posterior meeting, pending the minute that the lawyer-at-law of the company asked to adduce. The company did not send a relevant minute. On 22-1-2004 the Authority discussed the second complaint and reserved its judgement in view of the pending relevant case of … At the meeting on 29-1-2004 the Authority decided to postpone the examination of the two complaints until the decision no ... of the Athens Court of Appeal came to the knowledge of the Board, in which the concept of consent would be expounded.

At the meeting on 22-4-2004 it was decided to summon, at the meeting on 6-5-2005 concerning the complaint of Ms …, the legal representative of the company.

 At the meeting on 6-5-2004 the insurance company was represented before the Authority by the lawyers … and at the meeting on 22-1-2004 it was represented by the lawyers ….

Upon the above the Authority decided that the cases in question were mature enough in order to deliver its judgement.

From the hearing of the company representatives, the affixed and the adduced documents and the general discussion of the case, ensued the following:

The complainants are insured in the aforementioned company in order to cover medical expenses related to their health. They regularly submit petitions for compensation for which they are properly compensated by the company. The company, within the bounds of their insurance policies, gives them the right to proceed to medical examinations for which they are fully compensated. In the receipt of the audit of the year 2003 the company laid certain conditions concerning the processing of sensitive and non-sensitive data that were not included in their insurance policy. In order for the insurees to receive the compensation they were entitled to, they had to give their consent so that the third parties can retrieve their sensitive health data from the company and that the sensitive data can be disclosured to a wide circle of third parties.

A possible future revocation of the consent on behalf of the complainants would give the company the right, as it is mentioned in the document, to directly rescind the insurance policy.

According to the claims of the representatives of the company, the insurance policies in question were signed in 1993 and in 1994, when there was no provision for the consent of the personal data processing, as  the Law 2472/1997 entered into force later on. In the insurance policies that were signed after the year 2000, the company receives the consent in the insurance proposal. For the posterior insurance policies-that were signed before the year 2000- as those under dispute, the company asks for the consent to the data retrieval by various sources in the document of the receipt which equals to an insurance policy for the conditions of processing which had not been included in the insurance policies.

The company, after the letter of the Authority, modified the relevant document and limited the receivers to those mentioned in the permit given by the Authority. Concerning the sources, the company claimed that they had to ask for data from third parties in order to find out whether the insuree has fulfilled his duty, according to the insurance legislation, to disclose to the company certain previous health data, but also during the insurance policy, because the company cannot establish the truth of his initial statements during  the conclusion of the insurance policy (except for certain cases of high risk insurance covering), but also because the insuree would not give his consent to the aforementioned processing after the conclusion of the case. Those, therefore, who would not sign the document in question, would be those who, according to the company, have committed an insurance fraud.

THE AUTHORITY DELIBERATED IN ACCORDANCE WITH THE LAW

According to article 4, par. 1a of Law 2472/1997, the personal data should be collected fairly and lawfully for specific and explicit purposes and processed in view of such purposes.

Besides, according to article 7, par. 2a of Law 2472/1997, the processing of sensitive data is permitted only when the data subject has given his written consent which, according to article 2, section k, has to be, among others “freely given, explicit, specific and in full cognition” of the data subject.

According to the aforementioned provisions, the consent has to be free, that is, the data subject shall not be forced to give it. In the documents of the receipts of the years 2002 and 2003 that were adduced by the complainants, the company had incorporated the granting of the consent of its insurees to the company’s access to personal health data kept by third parties and to their transmission to third parties as well. In order to legalize the collections and transmissions in question the company asked for the written consent of the insurees in the document of the receipt, so that the insuree could not receive his compensation unless he signed it.

As a result it arises that the incorporation of the consent in the receipt deprives it of its necessary free character by law, since its granting to the insurance company constitutes a condition  in order to receive the insurance compensation. The company could have contacted the complainants that had not given their consent in the old insurance policies and for which there were indications of withholding data or untrue statements and therefore, of violation of the obligations that derive from the insurance law, and ask to have access at a time not connected to the payment of the insurance compensation.

Consequently, this practice leads to a processing without the free and explicit consent of the insurees' sensitive health data  by the company, in defiance of article 4, par. 1, section a and article 7, par. 2, section a of Law 2472/1997.

In view of the gravity of the action that has been proven and the insult that derived from it to the data subjects, that is, to the complainants, and the general consequences of this practice to the insurees of the company, the Authority unanimously decides that the sanction provided in article 21, par. 1, section b of Law 2472/1997 should be imposed to the Controller mentioned in the purview and which is consirered to be commensurate to the gravity of the violation impeached.

FOR THESE REASONS THE AUTHORITY

Imposes a sanction of twenty thousand (20.000) euro to the insurance company … for violation of articles 4, par. 1, section a, and article 7, par. 2, section a, of Law 2472/41997.

                   The President


               The Secretary

              Dimitrios Gourgourakis

Marianthi Tsiavou
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