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DECISION No. 9/2003

The Data Protection Authority, consisting of Mr. D. Gourgourakis, President, and the members Mr. S. Lytras, Mr. A. Papachristou, Mr. I. Tsoukalas, Mr. St. Sarivalassis, Mr. N. Papageorgiou, Mr. N. Fragkakis, convened on 20.03.2003, at the respective premises, following an invitation from the President, in order to examine the case mentioned hereinbelow. Ms K. Kambouraki, Auditor, and Ms. Kanakaki acted as rapporteur and secretary respectively without voting rights.

THE AUTHORITY HAVING REGARD TO THE FACTS MENTIONED HEREINBELOW:
Attiko Metro S.A. (abbr. AMEL) sent a letter dated 1834/29-8-2002 addressed to the Hellenic Data Protection Authority concerning the legitimacy of application of biometric technology analyzers in high-risk installations of the Metro on the basis of Law 2472/97 provisions and Directive Nr. 115/2001 issued by the Authority. In the document mentioned hereinabove, AMEL expresses the view that access control in “critical” installations of the Metro must be implemented by the most effective technical and organisational means to achieve the maximum surveillance safety of the aforesaid areas. This is the reason why AMEL proposes the installation of biometric technology access control devices. 

The pilot application of the proposed system was examined during an on-the-spot audit on 05-09-2002 by auditors Ms. Siougle and Ms. Kambouraki, while additional information concerning its operation was asked for in writing. The following arose from the audit: a) the system records user’s hand geometry data only digitally. It does not collect other data such as fingerprints. b) the system will be exclusively used for the purpose of workers’ access control in critical installations within Metro stations. c) no other personal data, such as the user’s full name, is recorded by the devices.
The issue mentioned hereinabove was examined in November 2002 by the Authority’s Council where it was decided that the installation of the above mentioned system constitutes a security measure in proportion per Law 2472/97 article 10. As mentioned in Directive Nr. 115/2001 issued by the Authority on workers’ personal data processing issues, the use of biometric methods is allowed only in cases when such measures are called for by special security requirements in the workplace and provided there is no other means toward achieving the said purpose. Taking into consideration that the exclusive purpose of the application of the above mentioned system by AMEL is workers’ access control in designated areas so that unauthorized entrance by third persons is precluded, AMEL has to weigh on the one hand the existing risks, their extent and the existing alternatives for dealing with these risks, and, on the other hand, the possibility of violating workers’ privacy by applying biometrical technology.
On 26-11-2002 the Authority sent a letter to AMEL mentioning above issues, namely, that AMEL has to submit a risk analysis review of its information system resulting in specific technical and organisational security measures before acting in order to install a biometric system. Weighing the factors “threat-vulnerability-possible damage” defines the framework for choosing proportionate security measures.
On 26-2-2003 AMEL informed the Authority in writing that it has finished the risk analysis review of the Metro information system (a copy was sent to the Authority) according to the recommendations of the Authority. Operational recommendations encourage taking advantage of “mild” biometric technologies based on characteristics that do not leave any traces. Their exclusive purpose for application is access control in high-risk installations of AMEL. The supported approach is that relevant data must not be stroed in central databases, while the principle of storing the minimum personal data necessary for the fulfillment of the said purpose is taken into account. In addition, the specific areas where the use of biometric devices for access control is recommended as purposeful and necessary in terms of those areas’ adequate security is explicitly mentioned in operational recommendations.
FOLLOWING EXAMINATION OF THE AFOREMENTIONED INFORMATION AND CONSEQUENT DISCUSSION
THE AUTHORITY
HAS CONSIDERED THE FOLLOWING IN ACCORDANCE WITH THE LAW

Article 2 of Law 2472/97 specifies that “Personal data shall mean any information relating to the data subject”. "Data Subject" shall mean the natural person to whom these data refer and whose identity is known or may be found, i.e., his identity may be determined directly or indirectly, in particular by reference to his identity card number or to one or more factors specific to his physical, physiological, mental, economic, cultural, political or social identity.
According to the definition above data used for the identification of a person with the use of biometric methods or, in other words, the digital representation of a physical characteristic constitutes personal data.

According to Law 2472/97 article 4 personal data must be collected fairly and lawfully for specific, explicit and legitimate purposes and fairly and lawfully processed in view of such purposes. Moreover, personal data must be adequate, relevant and not excessive in relation to the purposes for which they are processed at any given time.
The above principle of purpose presupposes the precise definition of the purpose for which biometric data collection and processing will take place. The appreciation of the issues of proportionality and purpose legitimacy is necessary, taking into consideration the risks posed by the use of biometric technologies in relation to the protection of the individual’s fundamental rights and freedoms.
In Directive Nr. 115/2001, the purpose for biometric data processing specified as legitimate is the application of special security requirements in workplaces having taken into consideration the fact that there is no other means toward achieving the said purpose. The Controller must systematically weigh the necessity for biometric technologies application against workers’ rights.
According to Law 2472/97, processing of data for a purpose other than the one for which data were initially collected is prohibited. Thus, the abovementioned collection of biometric data is allowed exclusively for the purpose of access control. Their use for another purpose such as the assessment of worker’s behaviour is incompatible with the initial purpose and is not allowed.
According to the risk analysis review recommendations and for the purpose of access control, the proposed biometric system processes physical characteristics which do not leave any trace (i.e. hand geometry but not fingerprints) and, consequently, the risk of violation of individual’s rights is minimized. 
According to Law 2472/97 article 10, AMEL must take all appropriate organisational and technical security measures to protect data against accidental or unlawful destruction or accidental loss, alteration, unauthorised disclosure or access as well as any other form of unlawful processing. Thus, security measures must be taken during biometric data processing as well (storage, transfer, extraction of characteristics and comparison, etc.).

FOR THESE REASONS

The Hellenic Data Protection Authority is of the view that the installation of a biometric system to be used exclusively for the purpose of monitoring workers’ access to critical installations of Attiko Metro S.A. does not violate workers’ rights according to that which is specified in Directive Nr. 115/2001 issued by the Authority, provided that the operational recommendations concerning the risk analysis review of Attiko Metro S.A. are met.
Specifically, biometric technology devices to be installed must be characterized as “mild”, as mentioned in the history of this decision, and must bear the following characteristics: workers’ personal data shall not be stored in a central database; processing shall take place only for the purpose of monitoring AMEL workers’ access to critical installations; the minimum personal data necessary for the fulfillment of the said purpose shall be kept and only for the time period necessary for the processing to take place. Consequently, the above processing is deemed legitimate provided that above mentioned terms and conditions are met. 
The Controller must, according to Law 2472/97 article 11, inform the workers about the implementation of the above mentioned system. The information must include at least the precise definition of the purpose imposing the use of the biometric system as well as the location and time of data processing.
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[signature]
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