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D E C I S I O N   1 5 0   /   2 0 0 1  

On 05.11.2001, Data Protection Authority convened at a regular meeting on its premises in order to examine citizens’ complaints against a Maternity Clinic and an  Insurance Company. Present at the meeting were the following: President, Mr. K. Dafermos; Members, Messrs. N. Alivizatos, E. Kioudouzis, A. Papahristou, and K. Mavrias as alternate member in the absence of full member S. Lytras. Ms. K. Kambouraki, auditor, was present as rapporteuse, without the right to vote, and Ms. K. Karveli performed secretarial duties.

At the meeting it was decided that the legal representative of the Maternity Clinic should be called at the meeting of 19.11.2001 in order to present the Clinic’s views before the Authority. It was also decided that the legal representative of the Insurance Company, as well as Ms. S, mentioned herein, should also be invited at the same meeting, in order to present their views before the Authority.

On 19.11.2001 the Authority convened at a meeting composed by Mr. K. Dafermos, President, Messrs. K. Mavrias, N. Alivizatos, E. Kioudouzis, A. Papahristou, and V. Papapetropoulos, Members, in order to examine and reach a decision on the aforementioned case. Mr. Gritzalis, alternate member, Ms. Kambouraki and Ms. Lostarakou, auditors and rapporteuses on the case, as well as Ms. Karveli, Secretary, were also present without a right to vote.

The Vice-president of the Board of the Maternity Clinic was present at the meeting, accompanied by his legally appointed attorneys, Messrs. AE, KL and ES, who exposed the views of the Clinic on the case. The representatives of the Insurance Company were Ms. EP, attorney, Mr. ET, Sales Manager, and Mr. IG, as representative of the Insurance Company’s agency where Ms. S used to work, since she could not be found in order to attend the meeting.

The Authority

Whereas

1. By his complaint dated 16.11.2000, Mr. X states that upon his wife’s delivery on the 4th of December 2000 in the said Maternity Clinic, he began to receive calls from insurance agents of the said Insurance Company in order to be informed on insurance policies for the newborn.

2. By his complaint dated 20.12.2000, Mr. A states that after twenty days from his wife’s delivery on 16th October 2000 in the Maternity Clinic, he began to receive calls from the said Insurance Company for the same purpose as above. He also states that he had given his personal data only to the Secretariat of the Maternity Clinic on the day of the check-in, i.e. on 16.10.2000 at 1:30 a.m.

3. By his complaint dated 05.02.2001, Mr. B states that upon his wife’s delivery on 20th of January 2001 in the said Maternity Clinic on 30.01.2001, he received a call from the Insurance Company and, specifically, the company’s agency employee Ms. S, in order to be informed on insurance policies for children. This call was made at a cellular phone the number of which was confidential but had been given to the Maternity Clinic. Mr. B asked Mr. IG (head of the agency) about how his personal data had been found. Mr. IG answered that he did not know the exact procedure and that he was going to give him an answer in some days.

The aforementioned citizens lodged complaints against the Maternity Clinic and the Insurance Company for an illegal use of their personal data, stating that their personal data were never given for advertising or other similar purposes. 

In the beginning of March (1st March 2001 for the insurance company and 2nd March 2001 for the maternity clinic) the aforementioned companies were called at the Authority’s premises to give explanations about the said complaints.

The representatives of the Maternity Clinic claimed to have taken all necessary measures for the protection of their clients’ personal data according to article 10 of Law 2472/1997 and that no personal data are transferred to third parties. However, they admitted that it is quite difficult to monitor people who collect personal data just by passing by in the Clinic’s corridors as well as employees having access to the accounts department. For this purpose the company is going to install a computerized system in order to fully ensure confidentiality.

With regard to the directive issued by the Authority concerning Maternity Clinics (Decision 523/18 dated 25.05.2000), the company stated that it is not applied, because the constant policy of the Administration is not to give personal data of mothers to third parties for advertising and direct marketing purposes (coupons, gifts, etc.) after they have left the Clinic. During their stay in the Clinic, the only data given are their names and room number and any further processing of data is prohibited.

In order to refute the statements of the complainants the Insurance Company submitted to the Authority a memo dated 10.04.2001 by which it alleged that it cannot be held directly responsible about the way its insurance agents work, since it cannot impose sanctions on them other than terminating their contract, in the event that an illegal action is ascertained. With regard to the telephone calls received by the complainants, the company claimed to use telemarketing for the purposes of promoting insurance services; however the company claimed that it was not aware of the source of data which the persons carrying out this processing had at their disposal.

Upon examining all the aforementioned data 

IT DELIBERATED ACCORDING TO THE LAW


In the terms of article 10 par. 3 of Law 2472/1997, the controller is obliged to take all appropriate organizational and technical measures for the security of data and their protection from unlawful processing. Furthermore, according to article 4 par. 1 of the same Law, personal data must be collected fairly and lawfully in order to be lawfully processed.


In this case, the following resulted from the hearings and from the total of the probative material, as this is reported in the proceedings and contained in the file case:


The société anonyme under the name _______ operates as a maternity clinic and lawfully processes personal data of hospitalized women, as it results from the notification of file operation submitted to the Data Protection Authority. However it has not taken the necessary measures for the security of this file, and, as a consequence, its employees, acting obviously for their own personal benefit, access illegally the file, acquire personal data recorded in it and forward them illegally to third parties.


Therefore, in the cases mentioned hereinabove, agents of the Clinic gave to agents of the Insurance Company personal data of women who had just given birth and whom the Insurance Company contacted after they had checked out in order to sign an insurance contract. The illegal processing of data from the file of the clinic is reconfirmed by the fact that the third complainant, Mr. B, received a telephone call at a cellular phone the number of which was confidential and was made known only to the Clinic.


Therefore, the insurance company is responsible for the intentional processing of personal data of its agent and the maternity clinic did not abide by the necessary security regulations and its employees proceeded to the aforementioned illegal processing.


In view of the seriousness of the case and of the violation of citizens’ rights regarding their personal data, the Authority decides unanimously that sanction of article 21 paragraph 1 and 2 of Law 2472/97, which is considered to be relevant to the seriousness of the violation, must be imposed on the recipient of data.

FOR THESE REASONS THE AUTHORITY

1. imposes the following fines:

aa. A fine of five million drachmas (5,000,000 Drs / 14673,51 Euro) to the insurance company for the illegal processing of personal data of the complainants which was carried out by its own agents in violation of article 10 paragraph 1 of Law 2472/97.

bb. A fine of one million drachmas (1,000,000 Drs / 2934,7 Euro) to the maternity clinic for omitting to take technical and organizational measures, resulting in the leak of the complainants’ personal data.

2. Addresses an express warning

· to the insurance company so that it ensures that the provisions of Law 2472/97 on the processing of data carried out by persons who operate under the controller’s (insurance company) supervision are applied,

· to the maternity clinic so that it takes all necessary measures to ensure the confidentiality of processing.
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