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HELLENIC REPUBLIC

                         Athens, 5-10-2001

DATA PROTECTION AUTHORITY                            Ref. No: 1935

Post. Address   : 8 Omirou Street, 6th fl. 

TO:

Post. Code        : 105 64 ATHENS

  
1) ***

TEL.:

   : 33.52.604, 605




FAX::                 : 33.52.617


           2) Telestet 

DECISION NO 120/2001

The Data Protection Authority

Convened after invitation of its President at a regular meeting on 1.10.2000, at 10:00, on its premises at 8 Omirou Street, on the 6th floor. It consisted of Mr. K. Dafermos, the President,  and Mr E. Kiountouzis, Mr V. Papapetropoulos and Mr A. Papahristou. Also present were the substitute members of the Authority Messrs E. Mitrou and N. Frangakis, in substitution of regular members Messrs N. Alivizatos and P. Pangalos respectively, who could not attend. Mrs. K. Karveli, employee of the Administration-Finance Department of the Authority, performed secretarial duties as ordered by the President. As regards the third item of the Agenda: *** case_ Personal data processing within the functional framework of mobile card-phone, the rapporteur was the auditor Ms K. Kabouraki.

HAS DELIBERATED ACCORDING TO THE LAW


On 18-9-2001 Mrs. *** made known to the Authority that the owner of mobile phone number 0938854 has subscribed to the B-Free service of Stet Hellas company, using personal data of the above natural person and without having previously informed them or taken their consent.


The same owner of the above telephone connection systematically hassled by phone both the complainant and other citizens, up to the point that the complainant was forced into filing a complaint against unidentified persons so that the data of its owner were made known to her. After the legal action she had taken, she found out that the owner of the above phone number had given false personal data, which identified with her own regarding the name, surname and the professional address whilst they didn’t identify with the identity card number (Identity card number Ξ029*** was given instead of the proper Π984***).


With a letter to Telestet company she asked for the interruption of the above telephone connection’s function from the company, since it had falsely been declared that it belonged to her. In response to her request, the company denied to meet her demand, since the mobile phone number did not belong to herself and they also claimed article 4 par. 6 of Law 2774/1999 on the rendering of services using a pseudonym. 


According to article 2 par. 1a, of Law 2472/1997 “Personal Data” refers to any information referring to the subject of the data. In this particular case, the personal information of Mrs. ***, name, surname etc., that Telestet company processes constitute personal data.

According to article 4 of Law 2472/97, for personal data to be processed they must be: a) Collected fairly and lawfully for specific, explicit and legitimate purposes and fairly and lawfully processed in view of such purposes. b) Adequate, relevant and not excessive in relation to the purposes for which they are processed at any given time. c) Accurate and, where necessary, kept up to date.

In the case under attention, the data collected by the above company are not accurate, since they don’t refer to the actual owner of the connection.

Article 4 par. 6 of Law 2774/99 stipulates that the provider of telecommunications services available to the public has to allow that they are used and paid for anonymously or using pseudonym, taking into account that this is technically feasible. The use of a pseudonym means that the Controller that will use it for the use and payment of his/her services from the clients will be able to match the pseudonym to the actual data of the user. More specifically, the use of a pseudonym, according to the spirit of the legislator, refers to e-mail and e-commerce services, where its use is feasible and meaningful for every user (i.e. e-mail address, login name etc.). In this sense, processing a name, surname, address and identity card number without previous verification of the actual data does not constitute a pseudonym. This could lead to cases such as the current one, since the owner of a mobile card phone connection has the possibility of registering with a name of a third person as a pseudonym. Consequently, the interruption of the processing must be ordered.   

At the same time, in view of the gravity of the matter, a recommendation should be made to all companies providing telecommunication services, to verify the accuracy of the personal data they receive from their subscribers, the necessity of which arises from contractual obligations.  

FOR THE ABOVE REASONS

a) The Data Protection Authority orders TELESTET to interrupt the processing of data of Mrs. ***.

b)  In accordance to article 19 par. 1 point c of  Law 2472/1997, the Data Protection Authority makes a recommendation to all companies providing telecommunications services that, whenever they collect subscribers’ data, they should  verify them in accordance to Law 2472/1997. 

Athens, 5.10.2001






The President
                               The Rapporteur         
     The Secretary

Konstntinos Dafermos
                      K. Kabouraki                        K. Karveli

Honorary Vice-President 

of the Supreme Court of Appeals
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