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The Data Protection Authority ordinary meetings, composed by Mr. K. Dafermos, President, and the members Mr. A. Papachristou, Mr. N. Alivizatos, Mr. E. Kiountouzis, Mr. V. Papapetropoulos, Mr. S. Lytras, Mr. A. Pangalos, were held on 22/01/2001, 12/02/2001, 22/02/2001, 12/03/2001, 09/04/2001, 27/04/2001, 18/06/2001, at the respective premises, following the invitation of the President, in order to discuss the issuance of a Directive concerning workers’ files. Ms. E. Mitrou acted as the rapporteur. Ms. E. Tsigganou, Secretary, was also present without a right to vote. 

Ms. E. Mitrou presented her report dated 10/06/20001. A detailed discussion followed and, according to art.19 par.1, section i in Law 2472/97, the Authority issued the following directive.

DIRECTIVE No.115/2001

A
FOREWORD

During its term, the Hellenic Data Protection Authority has dealt many times with issues concerning personal data protection in the field of industrial relations. More specifically, either following a complaint filed by individual workers and/or their collective associations or following articles in the press, the Authority has dealt with issues relating to monitoring workers’ communications, workplace supervision, workers’ data transfer to third parties, use of biometric methods for controlling access in the workplace etc. and has issued a number of decisions. Decision no. 245/2000 defining workers’ data processing for the purpose of entrance/exit to their workplace by means of taking fingerprints as well as decision no.637/2000 on workers’ call monitoring within the workplace are mentioned as an example. 

During the examination of relevant cases, the Authority noted:

a) the extensive processing of workers’ personal data and the intensification of the use of monitoring methods.

b) the necessity for elaboration concerning the evaluation of rights within the framework of employment relationship and the difficulty implied in this task given the de facto lack of balance between the aforementioned parties. While personal data processing in the workplace on the basis of consent or fulfilling obligations arising from the work contract (art. 5 and 7, Law 2472/97 as is) is lawful, the abstract normative phrasing does not account for the element of dependence within the framework of an employment relationship. The said element reduces the strength of freedom of consent or freedom in shaping the content of the work contract.

c) The availability and use of many new monitoring technical methods raising new issues such as the extent of e-mail monitoring or the use of biometric methods for work organisation.

It is worth mentioning that similar conclusions and, mainly, the observation that consent is insufficient as an independent basis for workers’ personal data processing influences and determines the recent working paper of the European Commission on personal data protection issues within the framework of employment.

The Authority has already dealt with specific issues that have arisen by means of the general rules introduced in the legislation, namely, Law 2472/97 on the protection of the individual from personal data processing and Law 2774/99 on personal data protection in telecommunications. The Authority, nevertheless, observes that the implementation of the general rules, due to their horizontal nature, does not take into account the particular purposes, the conditions nor the employment relationship environment in general. This may lead to problems of interpretation and legal uncertainty that may even be put forth as a pretext toward intensification of workers’ monitoring and constraint of their rights. Authority’s relevant questions are underpinned by the fact that Law 2819/2000 (art. 8 leading to the addition of new art. 7A) has brought about changes to Law 2472/97 and, among others, exempts personal data processing within the employment relationship field from the obligations regarding notification and permit request. Consequently, the controller, who, in most cases, is the same person as the employer or the head of department either by formality or in practice, determines on his/her own the personal data processing conditions, subject, in any case, to the Authority’s restraining control. The recent amendment of the relevant paragraph in article 7A (article 34 in Law 2915/01 published in issue 109A’ of the National Gazette) which lifts any doubts as to the application of the abovementioned regulation to the public sector as well has to be noted. It is self-evident that the abovementioned provision deals with those cases where personal data collection and processing takes place for the purpose of serving the the employment relationship exclusively. As a result, if data collection and processing refer indirectly to this relationship or if the controller transfers data to third parties, there is no exemption from the obligation to notification or permit request.

For the reasons mentioned above, Hellenic Data Protection Authority, in competence per article 19 par.1a Law 2472/97, considered the issuance of this Directive, whereby rules of Law 2472/97 and 2774/99 are interpreted, as necessary in order to implement the commands of the law with greater ease and clarity with the intention to effectively protect workers’ personal data. The usefulness arising from a uniform application of issues involving personal data protection to specific sectors, the sector of the employment relationships included, is self-evident. The uniform application of the law in the use of personal data in the field of employment, the most important foundation of social cohesion, will contribute to legal certainty and to the knowledge of the rights and obligations on the part of social partners. Within this framework, the following should be stressed:

1.This Directive is issued in order to determine the extreme limits within which the employer/head of department, while exercising his/her managing rights and right of business organisation and according to standing legislation, is entitled to process workers’ personal data.

2.The Directive does not set new rules of law, neither primary nor secondary. The Directive constitutes an attempt to elaborate on the interpretation of the legislation on personal data protection regarding an the employment relationship. The Authority, in its effort to conceive possible processing cases that may arise from an employment relationship and taking standing legislation into account, proceeds to an interpretation in its own judgement. In this way, it becomes obvious how the Authority would judge a certain case of personal data processing, in the event that such a case would arise, in order to rule whether it is lawful or not.

While elaborating on this Directive and in order to facilitate understanding as regards the meaning of Law 2472/97 in the specific field of employment relationship, the Authority has taken into consideration Recommendation (89) 2 of the Council of Europe on the Protection of Personal Data and the Code of Practice of the International Bureau For Employment on the Protection of Personal Data. The aforementioned documents are not of a binding character. The latter, in particular, does not refer to legislator’s obligations but to obligations of the employer and reference to national legislation is indirect. Nevertheless, despite their non-binding charcter, these documents are important as they codify basic issues and tendencies in this particularly sensitive field. The Authority has also taken into account the relevant working document of the European Commission that records the initial considerations of the Commission and is addressed to Article 29 Group, a Group established as a result of EC Directive 95/46 on the protection from personal data processing. It consists of delegates from national control authorities of EU member states.

In the event that questions or problems regarding the implementation of the law and/or the Directive arise, it is obvious that the Authority, already on the basis of its competence but also of the way in which it perceives its mission, is at the disposal of the interested parties, workers and controllers alike.

B
OBJECT-CONCEPTS-FIELD OF APPLICATION

1. The object of this Directive is the interpretation of Law 2472/97 on data protection and Law 2774/99 on data protection in telecommunications as to the purpose of their uniform application and their adaptation in the field of employment relationships.

2. The legislator has chosen certain concepts that are important for the comprehension and interpretation of Law 2472/97 and has conferred on them binding legislative content. The Authority considers clarification of these concepts in relation to personal data processing and protection in the field of employment relationships to be of use.

· Workers in this Directive are considered to be those employed in both public and private sector. In the latter case, the Directive applies on the condition that the said persons work following employer’s guidance and under his/her control. In other words, a crucial element for the application of this Directive is the dependency relation between head of department/employer and employee regardless the status of the employment relationship.

· Workers in this Directive are also considered to be: a) candidates for a post and b) former workers. As far as the first case case is concerned, a dependency relation does not exist initially but it is evident that someone seeking employement is de facto in a position where s/he is not allowed to freely select which of his/her data will be made known and accessible to third parties and, thus, is in need of increased protection. As far as former workers are concerned, it is evident that termination of employment relationship does not mean release from personal data rules of lawful and legitimate processing. Further use of data might have negative consequences against protection of personality and privacy as well as for the particular lawful interests of the former worker (i.e. search for a new post, etc.)

· Correspondingly, employer (or head in the case of public authorities) in this Directive is considered to be the person who determines in a binding framework the organisation, the content and the terms of employment in general. The Directive, however, is addressed to the data controller regardless of the fact that they may be identified as employers or heads of department. They are the ones responsible for complying with the general rules of personal data processing as these are interpreted and clarified in this Directive.

· Purposes of processing in relation to the employment relationship and, as such, not exceeding nor specifying the principle of purpose (art. 4 par.1 Law 2472/97) are considered to be those that concern worker selection and recruitment, fulfilment of employement relationship and arising obligations thereof for both parties, execution of relevant agreements as well as work organisation (determining means, methods, priorities, etc.)

· Workers’ control and monitoring in this Directive is considered to be the use of monitoring means, especially the use of computers, closed circuit televisions, sound monitoring, videotaping, communications monitoring methods or workers’ motion monitoring methods in order to control workers and/or workspaces and facilities.

· Biometric methods are considered to be the techniques for the verification of workers’ identity following analysis of their invariable features. Biometric methods may be divided in two categories: a) in techniques based on the analysis of physical or genetic features such as fingerprints, palm geometry as well as iris, facial and DNA analysis and b) in techniques based on behaviour analysis such as analyses of signature, voice and typing mode.

· Workplace in this Directive is considered to be every place where a worker is located during the execution of the task assigned to him/her. The Authority prefers this broad interpretation a) because it takes into account special forms of employment such as transports and tendencies toward flexible and decentralised forms of work organisation such as teleworking alike and b) in order to avoid describing controllers’ obligations and restraints on the basis of a narrow definition of workplaces.

3. Field of application/Public and Private sector/Employment agencies: As it arises from the concept of “worker” in this Directive, the interpretation and adaptation of general rules applies to both private and public sector without any discrimination whatsoever. Terms of employment for public servants and private-sector employees are not the same. Nevertheless, a distinction between the two while dealing with a data protection issue is neither justified nor deemed necessary, since workers’ data processing in both sectors presents the same basic characteristics (dependecy relationship with a difference in intensity due to civil servants’ status of permanence) and has the same purposes in general (recruitment, work organisation, workers’ evaluation, etc.). Differentiations and deviations may be accepted depending on the criterion of the nature and particularities of employment or employment relationship but this occurs regardless of whether one belongs to the private or the public sector. Besides, a dinstinction would not be functional because of a) the gradual privatization of many state activities or competencies as well as b) the introduction of seemingly private-sector forms of employment in the public sector.

4. This Directive also concerns personal data processing that takes place by employment agencies, temporary employment agencies as well as personnel selection consultants, since in these cases, personal data are collected and processed for employment purposes. Data processing by these agencies is not inferior in intensity, degree of penetration nor violation of individual rights. Especially in this case there is a vague and infinite number of data recipients. Besides, job search creates a quasi dependency relationship as aforementioned. Employment agencies are considered to be private agencies as well as public services offering job opportunities/posts such as the Greek Manpower Employment Organization (ΟΑΕΔ). The term does not include public services in charge of recruitment examinations or other procedures for personnel selection such as the Personnel Selection Board (AΣΕΠ), since, in this case, the rule is that the relation between the controller and the data subject is not personalized and as such, subjection to general rules is deemed sufficient.

5. This Directive also applies to agencies and businesses that dispose of employees to other natural or legal entities (“lending”). In this case, the Directive applies both to the initial employer who draws up the relevant agreement and to each contractor/employer to whom the employee offers his/her services each time.

6. Processor: Finally, this Directive applies to every third party processing data for account of the controller and for the purposes belonging in the field of employment relationships.

C
PROTECTION OF WORKERS’ DATA: GENERAL PRINCIPLES

1. Workers’ data collection and processing shall take place through legitimate means and in a way that ensures respect of privacy, personality and human dignity within the workplace and the framework of employment relationships in general.

As stressed in article 1, Law 2472/97, the establishment of conditions governing personal data processing aims at the protection of persons’ rights and fundamental freedoms.

2. As it arises from the principle of purpose, established by the Greek legislator as the core principle for personal data protection, workers’ personal data collection and processing is allowed exclusively for those purposes directly related to the employment relationship and on the condition that such acts are necessary for fulfilling obligations of both parties founded on this relationships, either legal or contractual.

3. Per art. 4 par. 1a Law 2472/97, workers’ personal data shall be collected and processed for precisely determined purposes. From the phrasing of this provision as well as from the obligation to inform data subjects it is deduced that workers must know of in advance and comprehend processing purposes.

4. Workers’ personal data collection and processing for reasons that do not involve the employment relationship directly or indirectly is forbidden by the principle of purpose. Worker’s consent may not lift prohibition against abuse of the purpose. Freedom of consent, constituting the reason for the foundation of data processing according to the law, is not overlooked. As the Authority, however, has ruled in specific cases, legitimacy of processing is evaluated on the basis of verifying whether one or more grounds of legitimacy as stated in articles 5 and 7 Law 2472/97 exist as well as on the basis of compliance with the general principles introduced by article 4, idem. Besides, regarding the case of employment relations, the innate inequality of the parties and the generally applying dependency relationship of the workers creates doubts concerning the freedom of workers’ consent, a necessary element for the validity of processing, as this arises from general rules of law and, in particular, from the combination of article 2 section 11, article 5 par. 1 and article 7 par. 2a Law 2472/97.

5. According to the principle of proportionality, as this is established in article 4 par.1b Law2472/97, personal data shall be adequate, relevant and not excessive in relation to the purposes for which they are processed at any given time within the framework of employment relationships and work organisation. Data shall be accurate and subject to updating. They are kept for the time period required for the fulfilment of the specific processing purposes. In case of termination of employment or in the event that a job candidate is not selected/recruited, workers’/candidates’ data  shall be kept in a form which permits identification of data subjects for no more than the period required for defending one’s right before a court. Further data keeping and processing is permitted only if so provided by a law consistent with Law 2472/97 or if explicitly requested by the worker/candidate for the purpose of seeking a post in the future or seeking a new post or for use by the worker him/herself (for the certification of employment and for the recognition and foundation of worker’s rights).

6. It is self-evident that workers’ waiving from rights introduced by L.2472/97 is considered null. Besides, exercise of rights provided by Law 2472/97 (notification, access, objection, etc.) may in no case bring about unfavourable consequences for the worker, since this would annul the scope of the law. For example, exercise of the right to access and/or submission of a complaint to the Authority so that the Authority contributes toward the exercise of rights may not lead to an unfavorable evaluation of the worker, notice of termination of employment, etc..

7. According to article 14 (L.2472/97) as well, decisions related to every aspect of workers’ personality such as their behaviour or their performance must not be taken solely on the basis of automated personal data processing. Such a procedure would degrade workers to informational objects and would offend their personality.

8.  Personal data collected in combination with technical or organisational measures for the purpose of correct and safe use of sustems may not be used for monitoring workers’ behaviour unless such an act is related to the use of the abovementioned systems. Typical example of this last case constitutes activity or call recording, etc. of pilots in airplanes’ “black boxes’ or conversation recording between pilots and control tower.
D
COLLECTION OF WORKERS’ PERSONAL DATA

1. Due to the special dependency relation of workers/candidates, the controller shall approach workers/candidates themselves in order to collect personal data involving them.

2. Personal data collection related to workers/candidates by third parties is allowed according to art.4 par. 1 and 5 par.2a, b and e only when it is necessary for the fulfilment of the purpose sought. Thus, while requiring information about a baby nurse or a cashier from a previous employer may be legitimate-with every reservation regarding special circumstances-requiring information on entertainment habits or political beliefs of a person from neighbours or fellow-villagers, on the other hand, may not be included among legitimate processing conditions. A basic prerequisite is the prior information given to the worker/candidate that information regarding him/her will be asked for from third parties and his/her explicit consent. The person who will ask third parties for information has the obligation to inform the worker/candidate for the purposes of collection and processing, the type of data as well as the consequences of a possible refusal of consent.

3. It is noted that during the selection procedure, collection of personal data should be limited to those absolutely necessary for evaluating candidates’ suitability and abilities for the specific post. The Authority stresses that this is particularly valid for employment agencies, temporary employment agencies as well as personnel selection consultants, etc. given that in this case a permanent relationship of trust such as the employment relationship between the employee and the employer is not created nor is it to be created in the future.

4. It has been ascertained that modern methods of personnel selection include examinations, analyses or similar procedures for the evaluation of candidate’s qualifications, abilities and skills. These analyses and examinations often aim at the evaluation of the candidate’s character and personality. Such examinations or analyses penetrate deeply candidates’ personality and privacy for a post, a promotion, etc. These examinations and analyses may reveal or point to personality aspects relating to beliefs, habits and/or spiritual or mental health/condition of a person. For these reasons, the principle of proportionality commands that such examinations or analyses take place only in special cases and only if it is absolutely necessary and relevant for achieving a special purpose directly related to the specific relation/employment post and the corresponding selection. Due to the nature of the data, their collection is permitted by law only with the candidate’s written consent and only after s/he has been informed about the method, the criteria, the purposes and the (potential) recipients of the analyses and the corresponding results. The candidate has to be informed about the results as well. The said data are deleted or destroyed as soon the purpose of collection is fulfilled unless the candidate explicitly requires otherwise.

5. Law 2472/97 has introduced prohibition of sensitive personal data processing as a rule. It is reminded that exception introduced by Law 2819/00 as amended by recent Law 2915/01 concerning exemption from the obligation to notification or permit request does not include release from the obligation to comply with the essentials commands of the law. Data collection and processing concerning information about criminal prosecutions and convictions is necessary for certain job posts. It is stressed, however, that the abovementioned collection and processing is legitimate and lawful only on the condition that the type of these data is directly related to the specific employment and absolutely necessary for reaching a specific decision within the specific framework ( criminal record for employees managing money, for educators, etc. for instance). Due to the nature of these data and the extent of possible offence if they are used, they shall be collected directly from the employee or candidate and from him/her exclusively.

6. Employee’s or candidate’s health personal data shall be collected directly from the employee or candidate and from him/her exclusively due to their nature and possible consequences resulting from their disclosure and only when it is absolutely necessary for: 

a) the employee’s/candidate’s evaluation for a specific post or employment, either present or future (as in examinations for employees in kindergartens, restaurants, hotel businesses, drivers, pilots, etc., 

b) the fulfillment of employer’s obligations concerning health and safety at work and

c) the establishment of workers’ rights and corresponding return of social benefits.

7. The recent international tendency of introducing genetic examinations in the field of employment relationships is noted. According to the Authority’s statements, analysis of human genetic data constitutes a radical offence of personality in essence, as it reveals data of the past and the future (heredity, predisposition for diseases, etc.). The Authority expresses its concern about the possible use of data resulting from such examinations for the unfavourable discrimination and treatment of workers. The degree of offence is such that, according to the true meaning of Law 2472/97, genetic examinations for reasons related to the employment relationship is absolutely prohibited under the current legislative status as contravening the principle of proportionality, taking into consideration the constitutionally protected human value as well. Given the serious reservations for the level of true freedom of consent within the framework of employment relationships, the existence of consent does not remedy the opposition against the principle of proportionality. Genetic examinations for these purposes are allowed only on the basis of an explicit and particular law provision. More specifically, the constitutional protection for peoples’ value, personality, personal data and genetic identity as well as work, as expressed in the Constitution after its recent amendment (new articles 2 par.1, 9A, 5 par.5), imposes de lege ferenda the simultaneous establishment of special requirements and guarantees in the event of introduced legislation allowing for the analysis of genetic data. Such guarantees may be, for example, a) execution of such examinations only for the protection of workers’ health and under the prerequisite that this purpose cannot be fulfilled through milder means, b) worker’s special prior information by a doctor, c) genetic examinations taking place only by public-sector bodies, d) special prior permit by the Hellenic Data Protection Authority.

E
WORKERS’ PROTECTION FROM THE USE OF CONTROL AND MONITORING SYSTEMS

1. The Authority has noted that use of control and monitoring systems for places, but recently for workers’ themselves takes place in many enterprises and departments. Access control systems, video-monitoring, call control are certain of these means. The use of such means and methods leading to personal data collection and processing is governed by rules in Law 2472/97 and 2774/99 and is judged on the basis of their more specific commands. Control and monitoring methods and the purpose they serve may not offend human dignity, in accordance to aforementioned provisions of the Constitution and Law 2472/97. Personal data collection with the use of workers’ control and monitoring methods has to be limited to data directly related to the employment relationship and not extend, as far as this is possible, to workers’ personal behaviour, personal characteristics or personal internal and external contacts. In addition, there must be provision for spaces where there is no control nor monitoring as well as provision of telecommunication means accessible to the workers for their personal contacts.

2. The principle of purpose imposes that personal data arising from the use of electronic or other cards for access control in the workplace may not be used for other purposes.

3. Regarding the use of biometric methods, the Authority has ruled that certain among them blatantly offend human dignity and personality, as in the decision on the use of fingerprints for the purpose of controlling time of arrival at work. It arises from the principle of proportionality, as it is provided by art. 4 Law 2472/97, that the use of biometric methods for the identification of workers and access to part or whole workplace is permitted only in those cases where such an act is dictated due to special safety requirements and as long as there is no other means for fulfilling this purpose (for example, military facilities, high-risk laboratories). Consequently, the controller is obliged to weigh each time existing risks, their extent and existing alternative possibilities for dealing with them on one hand, and the violations of human personality and privacy resulting from the use of such methods on the other hand.

4. The Authority has received complaints concerning control of workers’ communication. The extent of this control varies, starting from cost control and up to checking whether the content of communication involved a business or personal matter. Per art. 5 par. 5 in Law 2472/97, workers are informed in advance on whether analytical statements of telecommunication services they use in their workplace and/or in relation to it are sent to the subscriber. General communication, including incoming and outgoing calls and e-mail, data collection and processing is allowed only when it is absolutely necessary for the organization and control toward performing a specific task or a work cycle and, especially, expenditure control. Communication data recorded have to be limited to those absolutely necessary and relevant for the achievement of these purposes. In no case is it permitted to record nor process the whole number called or the totality of communication data or their content information. It is reminded that content information may only be collected following permission of a judicial authority and on the condition that collection is imposed for reasons of national security or for verifying particularly serious crimes (art. 19 of the Constitution, Law 2225/1994, National Gazette issue 121 A’). Besides, article 5 par. 3 in Law 2774/1999 specifies that, following request from the subscriber/user, the provider of the telecommunications network or the publicly available service is obliged to delete the last three digits of the called numbers. This provision is combined with aforementioned paragraph 5 of the same article and, especially, with the principle of proportionality which is valid for personal data processing and obliges the subscriber, when s/he is the employer and the telecommunications service is in the workplace and accessible to the worker too, to ask the provider to delete the last three digits. This has already been ruled by a decision of the Authority.

5. The Authority has recorded cases where data collection and processing related to workers’ visits to websites and web pages takes place. The principles of purpose and proportionality, as these are established by law and interpreted by the Authority, permit only a case by case and exceptional collection and processing of such data and on the condition that such acts are founded on an evidently superior lawful interest of the controller (art. 5 par.2e Law 2472/97). Such a lawful interest may be concurrent when there is a proven need to check behaviours forbidden by regulations governing the employment relationship or by work regulations i.e. Visiting websites and web pages of a pornographic content. From the principle of proportionality, it also arises the prohibition of general, systematic and preventive data collection and filing relating to abovementioned visits. A crucial element for judging whether such a collection is permissible constitutes whether workers have been especially informed about such data collection and processing, since this is also explicitly required by general provisions (see art. 11 Law 2472/97).

6. Introduction and use of (closed circuit) monitoring, sound-recording, videotaping and other systems has been a frequent issue with the Authority. The use of such systems in the workplace is allowed only if it is necessary for their safety, for the protection of people there, either workers or not, as well as for the protection of property. The controller is obliged to weigh each time existing risks, their extent and existing alternative possibilities for dealing with them on one hand, and the violations of human personality and privacy resulting from the use of such methods on the other hand. The principle of purpose dictates that data collected for these purposes may not be used as exclusive criteria for the evaluation of workers’ behaviour and efficiency. Finally, it is noted that data collected through those systems are often not accurate for technical reasons among others. Thus, these data may be used after their accuracy is confirmed.

7. Continuous control of the workplace with monitoring means offends workers’ dignity and privacy. The seriousness of the offence is such that continuous control may only take place if it is justified by the nature of the work and the working conditions and it is necessary for health protection, workers’ safety and workplaces’ security (military facilities, banks, plants with high-risk facilities). Data collected for the purposes above may not be used as exclusive criteria for the evaluation of workers’ behaviour and efficiency.

8. According to the obligation to information introduced by the legislator in article 11 Law 2472/97, workers have to be informed about the introduction and use of control and monitoring methods and especially, for the purpose data collected through these methods are required for, the basic technical characteristics of the methods, the persons to whom these data are transferred or may be transferred and their own rights as workers. Personal data arising from control and monitoring methods may not be used against a worker if s/he has not been informed in advance about the introduction of these methods and the use of these data. Due to the nature of the employment relationship and the degree of offence, according to the correct application of the law, workers’ representatives must be informed in advance and express their opinion before the introduction of workers’ control and monitoring methods.

F
WORKERS’ PERSONAL DATA PROCCESSING AND USE

1. Workers’ personal data processing and use is governed by rules set in Law 2472/97. 

2. Health or other sensitive personal data of workers, such as criminal prosecution data, etc., must be filed and kept separately from other data.

3. Access to personal files and workers’ personal data in general is allowed only for workers themselves, the controller and people especially authorized to this effect.

4. Workers’ personal data must not be filed nor codified in a way that they are not comprehensible to workers or allow for any kind of characterization or profile creation without their knowledge.

G
WORKERS’ PERSONAL DATA TRANSFER

1. One of the major dangers threatening workers’ rights is transfer of their data to third parties and their further use either for different purposes or in different environments. According to principles of art. 4 Law 2472/97 and in combination to the regulation in art. 7A par. 1a, workers’ personal data may be transferred or notified to third parties only for purposes directly related to the employment relationship or on the condition that the transfer is provided by law consistent with Law 2472/97 i.e. transfer to insurance organizations. It is stressed that, even in the case of transfer or notification, that also constitute forms of processing, workers’ consent does not equal release from the prohibition against exceeding the purpose.

2. With the reservation of special law provisions or collective labour contracts, workers’ personal data transfer may take place only on the condition that these data are necessary for the exercise of trade union rights and only to the extent that this is necessary.

3. Besides, rules on personal data transfer or notification apply within the work unit/at work. In this case, only persons authorized by the controller especially to this effect are allowed to transfer/notify data and only within the framework and to the extent that this is necessary for the accomplishment of a special duty or an especially defined task assigned to these persons.

4. More specifically, personal data transfer related to workers’ health within the work unit is allowed only as far as findings are concerned and to the extent and on the condition that this transfer is absolutely necessary for the protection of workers’ health, forming an opinion on workers’ suitability for taking up a post, either present or future, or for forming work conditions.

5. It is reminded that workers’ personal data transfer to third countries, that is countries outside the European Union, is governed by Law 2472/97 regulations and by rules and limitations that apply each time on the basis of community and national legislation or relevant Community decisions (see decisions of the European Community on the existence of a satisfactory level of protection, Safe Harbour Principles) on personal data transfer to third countries. These rules and limitations are also valid even if workers’ personal data are transferred to parent companies, subsidiaries or associated enterprises based in a third country.

H
WORKERS’ RIGHTS

The rights of workers towards the controller are clearly stated in articles 11-14 of Law 2472/1997. According to it, the worker is given the right to information (art.11), the right to access (art.12), the right to object (art.13) as well as the right to provisional judicial protection (art.14).

1. Right to information: 

As mentioned hereinabove, pursuant to the law, on the one hand, the controller has the right to collect and file worker’s personal data but, on the other hand, he is obliged to inform him/her, in a comprehensible manner, at least of the following data: 
a) His/her (the controller’s) identity and the identity of his/her representative who deals with these data 

b) the purpose of data processing, meaning that such a processing takes place within the framework of working relations and that is its only purpose 

c) data recipients and the categories of data recipients that is, natural or legal persons, public authorities/services or other organisations to which such data are announced or transferred.  It has to be noted that the said recipients, whether they are third parties or not, shall result from the law or a contractual agreement.  Consequently, the employer cannot arbitrarily define recipients and inform the worker about them, given that the right to forward such data to third parties is inherent in the Law or the contractual agreement.  The examination of the lawfulness of the right to forward such data precedes control of whether the worker has been informed. The right to information, however, exists irrespective of whether data forwarding to third parties is lawful or not.  
d) Finally, the controller shall inform the worker of his/her right to access.  Given that, as stated hereinabove, within the framework of working relations, the controller always seeks worker’s cooperation (unless otherwise provided for by law), he has the following obligations whereas worker enjoys corresponding rights: The controller shall inform worker in writing concerning aa) the above points (a-d) bb) his/her rights, as analysed herein cc) provisions according to which worker is obliged to contribute to the processing of personal data and, dd) the consequences that may be provided for by the Law or a contractual arrangement as a result of his/her refusal.  
2. Right to access: 

The right to access, similar to the previous right to information, consists in the worker’s right to know the content of his/her personal file that is, which of his/her personal data are or have been subject to processing. This right involves the following information: 
a) All personal data relating to him/her as well as their source.  This means that the worker is entitled to know not only the content but the source the information came from as well.  For example, in the case a worker, at a certain time and date, within the framework of a contractual arrangement, exhibited negligence resulting in damage suffered by the employer, the source of such information (video-recording, immediate knowledge by the employer or his representative etc.) must be disclosed.

b) processing purpose, the recipients or the categories of the recipients  

c) Any developments concerning such processing since he was last informed that is, which data have been added to or deleted from the worker’s file, as well as 
d) the logic behind automated data processing, since rights hereinabove may be exercised with the assistance of a specialist. Data, however, pertaining to health matters are communicated to the data subject by a medical doctor.
3. Right to object:

The right to object consists in the right of the worker to ask the controller to move to a specific action relating to the processing of his/her personal data at any given time. The worker may address to the Controller a request for a specific action to be taken concerning all or some of his/her personal data whose processing is unlawful or contravenes the contractual arrangement.  Such action may involve correction, temporary non-use, non-transfer or deletion.  It is self-evident that within a working relation, personal data pursuant to law or the contractual arrangement are duly collected and an objection raised by the worker is not possible, given that it would be unlawful and would contravene the contractual arrangement.  Consequently, the right to object concerns any processing taking place beyond lawful and contractual purposes.  In order for the objections raised by the worker to have a legal basis, they have to relate to a processing beyond the scope of the above mentioned framework.  For example, a worker is entitled to request for the deletion of an incident of negligence as untrue, for the correction of data relating to his/her age, for the correction of working years to the same or another employer etc., for the deletion of data not absolutely necessary for the intended purpose, for the temporary non-use of data until they are examined by the competent authorities.  Finally, a worker may request for the non-transfer of the data to a third party, which is deemed to be irrelevant according to legal and contractual obligations.  The above rights to access and to object are exercised by means of an application to the controller.  Such an application shall include a request for a specific action to be taken (i.e. a request for access or correction etc.).  The controller shall reply to the worker within 15 days.  Should this not be the case or should the reply not be satisfactory, the worker is entitled to appeal before the Authority and the Authority in turn issues a final decision after examining the request in depth.  Besides, in case the controller denies to carry out the request, he shall communicate this to both the Authority and the worker, informing him/her of the right of appeal before the Authority.  If worker’s request is approved, the controller shall supply the interested person with a copy of the corrected part of his/her file written in an intelligible manner.

4. Right to provisional judicial protection:  

(Provisional judicial protection –art.14) 

Apart from the above mentioned rights a worker enjoys while his/her employer manages his/her personal data, s/he is entitled to provisional judicial protection in case of an automated processing of his/her personal data intended to evaluate his personality and especially his effectiveness at work as well as his general conduct.  When processing is automated and aims at the aforementioned purposes, worker is entitled to appeal before a competent civil or administrative court requesting immediate suspension or non-application of an act or decision affecting him/her, irrespective of whether other prerequisites for judicial protection exist. It is self-evident that, when prerequisites provided for by the provisions of de facto or procedural law, provisional protection is effective for any reason, including non-automated processing.  The right to final judicial protection is not considered to be self-evident according to law.

5. Civil Liability (art. 23):

Article 23 of Law 2472/1997 specifically regulates the issue of civil liability of the controller as far as the data subject is concerned and, consequently, of the worker.  It explicitly points out that the controller shall be liable in full for any material damage which is caused to the worker by unlawful personal data processing. The same occurs in the case of a non pecuniary damage caused whose possibility of occurence should have been known by the person liable.  Compensation for non pecuniary damage cannot be less than two hundred thousand Drachmas (GDR 200,000), unless the plaintiff claims a lesser amount or the said breach was due to negligence. 

Par. 3 of article 23 stipulates that the trial of the said complaints shall be litigated according to the Code of Civil Procedure, articles 664-676, notwithstanding whether the Authority has intervened in the case or whether criminal charges have been brought forward and that the decision of the Court shall be issued within a period of two (2) months since the first hearing in Court. 

I
ADMINISTRATIVE AND PENAL SANCTIONS

It has to be noted that breaches of the Law on the protection of personal data in the field of working relations entail administrative sanctions, which are imposed by the Authority, and penal sanctions as well provided for by Law.  Administrative sanctions arising from article 21 of Law 2472/97are as follows:

a) a warning with a definite deadline within the violation should cease  

b) a fine between three hundred thousand Drachmas (300,000 GDR) and fifty million Drachmas (5,000,000 GDR) 

c) a temporary revocation of the permit 

d) destruction of the file or a ban of the processing and destruction of the relevant data.


Penal sanctions are set out analytically in article 22, starting with imprisonment and a fine of 1-5,000,000 GDR and even resulting to confinement in a penitentiary (for a period of 5-20 years) and a fine of up to 10, 000, 000 GDR.
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