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SUBJECT: DNA ANALYSIS FOR THE PURPOSE OF CRIMINAL INVESTIGATION AND PENAL PROSECUTION

O P I N I O N

NO. 15/2001

On 12.02.2001, Data Protection Authority convened at a regular meeting on its premises, at the request of its President. Present at the meeting were the following: President, Mr. C. Dafermos; Members, Mr. N. Alivizatos, E. Kiountouzis, A. Papahristou, P. Pagalos, and V. Papapetropoulos; Alternate Member, Mr. C. Mavrias substituting for Mr. S. Lytras, absent Member. The objective of the meeting was to examine the issue of DNA analysis for the purpose of criminal investigation and penal prosecution. 

Mrs. E. Tsiganou performed secretarial duties at the meeting.

Data Protection Authority issued its opinion on the following basis:

1.In view of the proposal of a draft of law relating to the prosecution of organized crime, the Minister of Justice requested that Data Protection Authority issue an opinion on the subject of DNA analysis for the purpose of criminal investigation. Data Protection Authority is legally authorized – according to the field of application of the relevant law and the description of its duties in this law – to issue an opinion on this subject. This authorization is based on the fact that the case of DNA use for the aforementioned purposes pertains to the collection, diffusion and process of personal data.

2.The issues raised in relation to DNA analysis do not concentrate on its receipt, which constitutes invasion of privacy in itself, but mostly pertain to the reproduction of genetic information resulting from DNA analysis and the further uses of such information. Data Protection Authority perceives of ‘genetic data’ as any data of any type, which pertain to hereditary traits or the hereditary patterns of these traits within a group of individuals. As ‘genetic data’ are equally understood all data pertaining to carriers of genetic information within an individual or genetic line, which relate to any aspect of health or a disease situation, whether the traits are definable/identifiable or not.  This is the definition adopted by the Council of Europe in its Recommendation for the Process of Medical Data of Physical Persons.  We must note that, in theory, there is no unanimity on the issue of the exact categorization of such data. In any case, genetic data relate to individual health, but, at the same time, could be considered as data relating to racial or ethnic descent. It must be mentioned that Law 2472/97 places these categories under so called sensitive data, and the collection and processing of such data is subject to special circumstances and security terms.      

3.Tests performed on genetic material allow access to extremely sensitive information. Data Protection Authority principally underlines the particular nature of genetic material: a) genetic information is unique, b) genetic analysis allows to create an individual profile, which does not only relate to the individual’s present, but also to his/her past and future, since it can reveal, for instance, predisposition for certain diseases, c) any information resulting from genetic analysis does not only pertain to the individual concerned, but also to his/her relatives who belong to the same genetic line.

4. Our opinion is grounded on the ascertainment that the collection and processing of genetic data embraces – together with unquestionable social benefits – extremely serious risks for the citizens and their rights.  The kind of knowledge resulting from such analysis may have disastrous consequences on the individual and his/her family, since, as it has been mentioned above, the information concerned inevitably relates to other individuals, as well. The notification of data resulting from genetic tests may lead to a categorization of individuals and, in the final analysis, to their stigmatizing and social exclusion.  

5. DNA analysis has been recently projected as a panacea for the investigation of serious criminal cases. In relation to DNA uses for the purpose of criminal investigation, its connection with the traditional method of fingerprints must be noted. Actually, the term ‘genetic print’ is mentioned during the recent discussions. Nevertheless, it would be difficult to speak of analogies, since – with the exception of the special traits of genetic information mentioned above – genetic information is more authoritative, durable and rich in its content. Unlike fingerprints, whose use is limited to the identification of an individual, in the case of genetic analysis certain data are released, which could allow future interventions of a wider scope in the personality and the life of the individual.

6. Genetic analysis within the frame of the investigation of criminal acts and procedures must be limited to the non-codified section of DNA and the verification of identity. This means that it should constitute exclusively a genetic print. No additional information on the individual should be released. No methods, which could allow conclusions regarding personality traits, such as heredity, character or disease record, should be applied. Personality profiling through genetic analysis directly violates the value of a human being, a value protected as a constitutional right, and the free development of personality, whose special manifestation is the right to informational self-determination.

7.Genetic analysis is especially important for the purposes of verification of identity of offenders and victims, the substantiation of guilt charges or the exoneration of charges. Nonetheless, it should be noted that this presupposes the specification of those charged as guilty with the additional help of other elements, indication or/and proofs. The drastic nature of the intervention, in the case of genetic analysis, due to the rich content of genetic material, must be taken into consideration in order to define the specific circumstances of its collection and process. The methodology and practical framework of the procedure must comply with the principles of the protection of personality and value of human beings, as well as with the principle of proportionality, which is crucial for the maintenance of the equilibrium between the affected rights and the, admittedly important, pursued public interest.

8.The relevant legal framework to be arranged must include, in exact order, the criminal cases for the investigation of which the collection of genetic material and the process of resulting genetic data are allowed. The definition of such criminal cases should be left to the legislator’s judgement. Data Protection Authority expresses the conviction that, for the reasons mentioned above, the method of genetic analysis should be reserved for ‘extremely serious crimes’ and, specifically, to those, that when analyzed, could lead to solving criminal cases (criminal attempts against human life, kidnapping, sexual crimes).

9. Due to the particularities of genetic information, as well as the intensity and effectiveness of invasion involved in DNA analysis, its use should be limited to verification of the identity of the offender, and only in cases in which various indications of a person’s guilt or involvement in a given criminal act also exist. Collection and analysis of genetic material for preventive purposes should be excluded. This last statement is equally valid in the case of the application of the method to an unspecified or disproportionately large number of individuals, if their possible connection to a particular action or activity cannot be also substantiated by other elements. In our opinion, the ascertainment of these circumstances and the approval of the collection and analysis of genetic material must stand the guarantee of the court and, due to the extremely serious nature of the situation, should be delegated to the Court of Appeal. 

10. Furthermore, the legal framework must also refer to the obligation to destroy the collected genetic material upon the fulfillment of the intended aim, which is the verification of identity. Provided that the verification of identity is taken for granted, the destruction of the material must include any additional information that could be possibly released during genetic analysis. It is self-evident that the obligation to destroy the genetic material that has been used and delete relevant data concerning one or more individual that have been subjected to the genetic test, still exists in the case that the conducted analysis cannot verify the identity of the offender.

11. Lastly, it should be ensured that genetic analysis for the purpose of the verification of identity, as well as for the purposes of recording and processing relevant genetic data, must be conducted according to the appropriate methods and procedures, so as any unauthorized access or intervention of any kind should be avoided. Due to the particular nature of such data, the security measures taken in relation to systems and data, that are produced or processed, must be reinforced.
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