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D E C I S I O N




The Data Protection Authority weekly meeting, composed by Mr. K. Dafermos, President, Mr. G. Deliyiannis, Vice-president, the members Mr. E. Kiountouzis, Mr. N. Alivizatos, , Mr. P. Pagkalos, Mr. A. Papachristou, Mr. V. Papapetropoulos, Mr K. Mavrias substituting Mr. S. Lytras and Ms. E.Tsiganou, Secretary, was held on 16.10.2000, 11.00 am, at the respective premises, Omirou 8 (6th floor), following the invitation of the President, in order to examine and reach a decision concerning the issue mentioned hereinbelow. By invitation of the President, assigning special duties to them, substitute members, Ms. E. Mitrou and Mr. N. Fragkakis, were also present.

The Data Protection Authority taking into consideration:

1. The provisions of:

b. Act 2472/97 and, in particular, art. 2,5,6,7 and 11 thereof

b. Act 2774/99 and, in particular, art. 1, 3 and 4 thereof

2. The report dated 16.10.2000 presented before the Authority by Ms K. Kabouraki, Auditor.

HAS DELIBERATED ACCORDING TO THE LAW

Following citizen’s complaints submitted to the Authority, it is concluded that during the procedure of application in order to establish a connection with the mobile telephony networks, companies require the following documents in photocopies (documents which remain with the provider of telecommunication services): Tax clearance, bill of DEH (Public Power Corporation of Greece)-OTE (Greek Telecommunications Organisation), credit card (if a credit card is used for the transaction), and identity card. Consequently, one may question the lawfulness of the said action. The said data, according to Art. 2, Act 2472/97, are considered to be personal. Keeping such data constitutes a file, according to art.2, section e, Act 2472/97. The said processing is considered to be lawful only provided that such a processing takes place according to the terms and conditions of Act 2472/97.

According to par.3, Art.4 of Act 2774/99 , processing of personal data should be restricted to processing those data absolutely necessary for the fulfillment of the respective purposes.  In view of the above, the mobile telephony entity or the agent who collects the data control the legality of keeping such data in photocopies.

The above collection of personal data by mobile telephony companies within the framework of the provision of telecommunications services to clients, is lawful as long as the collected data are, pursuant to par. 1b of the Art.4, relevant, appropriate and not more than demanded in view of the processing purposes at any given time. Consequently:

(a) The collection of photocopies of the identity card and of the bill of DEH-OTE, is considered to be lawful in order for the data of the natural person who is to receive corresponding services from the company to be verified.  The same data are processed for the issuance of monthly statements/bills.

(b) In the cases when payment takes place with the use of a credit card, this is considered to be lawful in order for the data of the natural person who is to receive the corresponding services from the company to be verified, as these data are processed for the issuance of monthly statements/bills.  In these cases, producing or showing a tax clearance statement by the Tax Office is not required on the basis that client’s  has already been checked by the company issuing the credit card. 

(c) When payment is effected without a credit card, client’s creditworthiness can be checked by producing a tax clearance statement issued by the Tax Office at the place where the contract is to be signed. Keeping data and, in particular, the photocopy of the tax clearance statement is not considered to be lawful, given that control has already been completed, that is, the purpose of the processing has already been fulfilled.  Besides,  data concerning client’s income are not considered to be relevant to the aforementioned processing purpose, that is, within the framework of the provision of telecommunications services.

FOR THE ABOVE REASONS

During the procedure of filling in subscribers’ application form for the connection to a network providing telecommunications services, necessary data, collectable by companies are:

(a) Identity card and DEH or OTE bill copy.

(b) For a credti card payment, a copy of the credit card.

(c) For a payment without a credit card, during the signing of the contract, the production of data subject’s tax clearance statement or tax declaration copy may be required.
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