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D E C I S I O N 

SUBJECT: DIRECTIVE ON CLOSED CIRCUIT TELEVISION SYSTEMS

On 07.09.2000, Data Protection Authority convened at a regular meeting on its premises. Present at the meeting were the following: President, Mr. K. Dafermos; Members, Messrs. S. Lytras, E. Kioudouzis, N. Alivizatos, P. Pagalos, A. Papahristou and V. Papapetropoulos; 

Mrs. K. Karvelli performed secretarial duties at the meeting.

Upon discussing the issue of closed circuit television systems, the Board issued the following directive, according to article 19 par.1 section a of Law 2472/1997: 

The Data Protection Authority

WHEREAS:

1. According to article 2 par. a of Law 2472/1997 and EC Directive 94/46, audiovisual data, when relating to individuals, are considered to be personal data,

2. Storage and transmission of image of an individual, recorded by a fixed closed circuit television, operating on a regular, continuous or permanent basis, outdoors or indoors, such as on streets, squares, stations, ports, stadia, in banks, stores, theatres, cinemas, or public transportation means, constitute processing of personal data, in the terms of article 2 par. d of Law 2472/1997,

3. The mere recording of such an image by a closed circuit television, without it being stored or further processed, does not exempt the Controller from the obligation to notify to the Data Protection Authority said recording and inform the data subjects accordingly, in the terms of articles 6 and 11 of Law 2472/1997,

4. According to article 19 par. 1 section a of Law 2472/1997, the Data Protection Authority shall issue directives for the purpose of a uniform application of the rules pertaining to the protection of individuals with regard to the processing of personal data,

Decided upon the issuance of the following directive:

DIRECTIVE

on

“Processing of personal data through closed circuit television systems”

Article 1

Conditions of processing

1. Recording and processing of personal data by a closed circuit television operating on a regular, continuous or permanent basis is prohibited, because it may infringe on individuals’ right to privacy.

2. Exceptionally, such a recording (on a regular, continuous or permanent basis) and such a processing are considered to be lawful, under the terms and conditions provided for in Law 2472/1997, without prior consent of the data subject, when the purpose of processing is the protection of individuals or goods or the regulation of traffic.

A. The criteria for the lawfulness of processing are the following: a) the principle of necessity, in terms of which the processing is allowed if its purpose cannot be achieved by any other equally effective but less irksome for the individual means (such as detectors at the entrance and exit of indoor premises), and b) the principle of proportionality, according to which the legitimate interest of the Controller must prevail over the rights and interests of the individuals to whom the data relate, provided that their fundamental rights are not violated.

B. Data collected by a closed circuit television shall be adequate, relevant and not excessive in relation to the purpose for which they are to be used each time. Therefore, the locations where the fixed video cameras shall be installed, as well as the way of recording, shall be such so that no more information than is necessary for the purpose pursued is recorded. For example, if the closed circuit television of a store or a bank aims at preventing a theft of goods or a robbery, data collected shall not be such so that they may be used to monitor the behaviour or the efficiency of employees.

C. In open spaces, video cameras shall be installed in such locations so that they do not overlook the entrance or the interior of private residences.

D. Data collected shall be accurate. However, the recognition of faces or vehicles shall be possible only whenever necessary to achieve the purpose each time pursued. For example, if the aim of image recording is to control the traffic flow and not to detect traffic offences, the cameras shall be placed in such locations so that they do not allow for face or vehicle recognition.

E. In the event that the collected data are stored in any way, they shall not be retained for a longer period of time than that required for the purpose pursued and, in any case, no longer than 15 days. In exceptional cases, data may be held for more than 15 days upon special permission of the Data Protection Authority.

F. Special attention shall be given to security measures taken against unlawful processing for as long as data are retained. This means that the Controller will have to give special consideration to, amongst others: i) security of and access to the central control room as well as the storage room where the recorded material is kept, ii) selection and recruitment of appropriate personnel, iii) ongoing training in data protection and privacy issues, and iv) respect, in general, of the rules provided for in Law 2472/97.

G. If the purpose of processing is to prevent or repress crime, the transmission of data shall be made exclusively to the competent judicial or law enforcement authorities. Transmission of data to mass media is allowed only in exceptional cases and upon special permission of the Authority, in the event that the public’s assistance is deemed absolutely necessary for the recognition of individuals involved in a criminal activity, without nevertheless ignoring any possible objection of the victim.

Article 2

Special obligations of the Controllers

A. The Controller shall notify to the Authority the establishment of a closed circuit television system as well as the beginning of data processing, in the terms of article 6 of Law 2472/1997. Specifically, the Controller shall state clearly the purpose of data processing, the category of data to be collected, as well as any recipients to whom such data may be communicated.

B. Any individual, or vehicle, about to enter an area monitored by a closed circuit television must be notified accordingly by the Controller in a comprehensible manner. For this purpose, discernible signs shall be placed in an adequate number and in visible spots, notifying the public of the existence of cameras on the premises. These signs shall also identify the owner/operator of the system, the purpose for which such recording is taking place, the name of the person with whom individuals may communicate in order to exercise their rights under Law 2472/1997, and in particular the “right to access” and the “right to object”. Said notification may be carried out by any other means provided for in the Regulatory Act 1/1999 issued by the Data Protection Authority.

C. The Controllers’ attention is drawn to the fact that the Data Protection Authority may exercise, at any time, any necessary control, even ex officio, and to impose administrative sanctions to the offenders, as provided for in Law 2472/1997.

D. It is self-evident that in order to collect and process sensitive data, such as, for example, in hospital or insurance funds premises, prior permission of the Data Protection Authority is required.

E. The present directive is also applicable to closed circuit television systems already in operation. Therefore the Controllers are obliged to comply with the provisions hereof in due course and no later than January 21st, 2001.

To be published in the Official Gazette (Article 19 par. 8 of Law 2472/1997).

For the Data Protection Authority

The President

Konstantinos Dafermos

