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The Data Protection Authority weekly meeting, composed by Mr. K. Dafermos, President, the members Mr. E. Kiountouzis, Mr. P. Pangalos, Mr. V. Papapetropoulos, Mr. A. Papachristou and Ms. E. Mitrou substituting Mr. N. Alivizatos who could not be present and Ms. Kalliopi Karvelli, Secretary, was held on 12.06.2000, at the respective premises, Omirou 8 (6th floor), following the invitation of the President, in order to examine and reach a decision concerning the issue mentioned hereinbelow. 

The Data Protection Authority taking into consideration:

1. The provisions of:

b. Law 2472/97 and, in particular, art. 2,3, 4 and 5 thereof

b. Law 2774/99 and, in particular, art. 3 and 5 thereof

2. The letter dated 638/15.5.2000 from “------------------“ workers’ association

3. The report dated 12.06.2000 and presented before the Authority by Mr. Georgios Loukeris, Auditor.

HAS DELIBERATED ACCORDING TO THE LAW

The call-center management system to be installed at ---------- is an internal call management system, not included within the range of services available to the general public in public telecommunications networks. Since Law 2774/99, especially art. 3, does not apply to the case herein, the aforementioned processing of call data falls exclusively within the application of Law 2472/97 because the processing concerns personal data filed according to an automated process with the use of personal computers.

According to art. 5, par.1 Law 2472/97, processing of personal data will be permitted only when the data subject has given his/her consent. In the case herein, it is not mentioned that employees have been asked to nor given their consent. 

Exceptionally, per Law 2472/97, art. 5, par. 2, section e, data may be processed without consent, only if processing is absolutely necessary for the purposes of a legitimate interest pursued by the controller or a third party or third parties to whom data are communicated and on condition that such a legitimate interest evidently prevails over the rights and interests of the persons to whom the data refer and that their fundamental liberties are not affected.
Besides, per art. 4, idem, in order for personal data to be lawfully processed, they must be adequate, relevant and not excessive in relation to the purposes for which they are processed at any given time.

Since for the implementation of the management system the only way to verify which one of the employees calls which individual and if the call is for work purposes, so that it arises thereof whether excessive or costly calls are done through work telephone connections, is outcoming call control;

Since the above mean that the controller has to confirm every time who is the owner of the telephone connection the employee has contacted and whether it was a call for work purposes or not, this search results into a most serious intervention concerning employees’ personal life and blatant violation of their privacy and fundamental liberties;

Since the said call-center management system violates fundamental rights of data subjects the way it functions, while corresponding data processing is not in proportion to the specified purpose, that is control of call costs, which may be achieved by barring outcoming calls or by restriction of services to inland or local calls only or by setting a maximum limit for permitted calls;

Since the installation of the said system is considered to be lawful only when data processing does not threaten data subjects’ fundamental rights, that is when the management system does not reveal all digits of the number called but conceals the three last digits thereof, because in this way it is not possible to reveal each user’s personal data to such an extent that his/her privacy is offended (given that a subscriber may, upon request, be provided with similar detailed statements by the telecommunications organisation per Law 2774/99), while, at the same time, it is possible to have a probable abuse case revealed (Concerning this issue, Member Mr. Vl. Papapetropoulos was in the minority to support that use of a maximum limit in calls and barring calls starting with #0# as in all public service is sufficient and that call data recording even while concealing the last three digits is anticonstitutional and illegal);

Since in any case data subjects should be informed in advance;

Since, finally, even data subjects’ consent to having the whole called number revealed without concealing the aforementioned elements does not entitle the controller to create a corresponding file because, if conditions in art. 4 Law 2472/97 are not met, data processing and file creation are not lawful despite data subject’s consent;

FOR THE ABOVE REASONS

THE AUTHORITY

Considers the call-center management system to be installed at ---------- to be legitimate provided that the said center does not permit the appearance of the last three digits of outcoming calls and data subjects have been informed in advance. 
The President                           The Rapporteur                    The Secretary

Konstantinos Dafermos        Georgios Loukeris                   Kalliopi Karvelli

