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AUTHORITY FOR THE PROTECTION 
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Address               : Omirou 8 
                               Athens 105 64 
                               Greece 
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: 
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Athens  15.5.2000 
Prot. No. 510/17/15-05-2000

TO 

Ministry of Public Order

Kanellopoulou 4 
CC.

Ministry of Internal Affairs

Vass. Sofias 15

THE DATA PROTECTION AUTHORITY

weekly meeting,

composed by Mr. K. Dafermos, President and the members Mr. E. Kiountouzis, Mr. Mr. P. Pagkalos, Mr. V. Papapetropoulos and Mr. A. Papachristou, Mr. N. Alivizatos being absent and, thus, substituted by Ms. E. Mitrou, substitute member, Ms. Kalliopi Karvelli, Secretary,

was held on 15.5.2000 at the respective premises, Omirou 8 (6th floor) in order to examine the case and the decision mentioned hereafter following the invitation by the President.

Taking into consideration:

1. the provisions of the Constitution and, in particular, art. 2§1, 5§1 and 9§1 thereof

2. the provisions of the European Convention for Human Rights dated 4.11.1950 and ratified by Decree 53/19.9.1974

3. the provisions of the Council of Europe Convention on the Protection of Individuals with regard to Automatic Processing of Personal Data (ETS No. 108) dated 28.1.1981 and ratified by Act 2068/1992 and, in particular, art. 5 and 6 thereof

4. the provisions of Directive 95/46/EC of the European Parliament and Council on the protection of individuals with regard to the processing of personal data and, in particular art. 2,3,6 and 8 thereof

5. the provisions of:

a. Act 2472/97 and, in particular, art. 2, 3§1, 4, 5, 7, 15, 19§1 section a, c and f and 21§1 section a thereof

b. Decree 127/1969 as later modified by Acts 1599/1986, 1832/1989 and 1988/1991

6. Decisions 4827/26/13/1 dated 20.6/11/7/1959 as later modified with decision 8200/06 dated 6.6/6.7.1981 (National Gazette issue B’ 392) of the Minister for Internal Affairs

7. the 1761/15.5.2000 letter from the Minister of Justice addressed to the Authority and the letter from Mr. Stefanos Manos, Independent Member of Parliament, President of the Liberal Party, dated 11.5.2000 and addressed to the Minister of Justice

8. the speech delivered by the President of the Hellenic Data Protection Authority, Mr. Konstantinos Dafermos on 15.5.2000

Has deliberated that according to the Law

1. identity cards currently bore by Greek citizens are issued by the relevant police authority according to Decree 127/1969 “on the verification power of identity cards issued by police authorities” (National Gazette issue A’ 29) and decision no. 8200/0-6 by the Minister of Public Order (National Gazette issue B’ 392) dated 6.6/6.7.1981. Prior to 1969, identity cards were issued according to 4897/26/13/1 decision of the Minister of Internal Affairs dated 20.6/11.7.1959 as later modified.

2. following article 2, Decree 127/1969 provides that an identity card includes the following data:

1. photograph

2. fingerprint

3. surname

4. first name

5. father’s name

6. mother’s name

7. spouse’s name and, in the case of a woman being married, her full maiden name

8. exact date of birth

9. place of birth

10. height (for those over 25 years of age)

11. shape of face

12. colour of eyes

13. blood type (optional)

14. pensioner status

15. place of permanent/temporary residence

16. home address

17. profession

18. citizenship

19. municipality/community of registration and register number

20. religion.

Following article 3 of the same Decree, authorities issuing identity cards are under the obligation to preserve a filing system for Identity Cards including all information required for the issuance of said cards as well as the corresponding documents submitted for the said procedure.

3. moreover, Act 1599/1986 (National Gazette A’ 75) has provided for a new type of identity card issued by the relevant Prefectures and not by police authorities. According to Act 1599/1986, art. 3, new identity cards will include the following information:

a. photograph

b. surname

c. surname

d. first name

e. father’s full name

f. mother’s full name

g. spouse’s full name

h. date of birth

i. place of birth

j. municipality of registration and corresponding municipal roll serial number

k. municipality of registry of males (when applicable)

l. status of military service

m. blood type

n. electoral subdivision

o. religion (not obligatory but only following request)

4. the same Act, art.2, established the Single Code Number of Register (EKAM)

5. while act 1988/1991, art. 6, abolished EKAM, information included in the new identity cards was modified with the inclusion of religion as obligatory data and the addition of gender, nationality, municipality roll serial number, home address, electoral poll number and signature of owner.
6. provisions of Act 1599/1986 and Act 1988/1991 have remained in abeyance until today. Local police authorities still issue old type identity cards by virtue of successive renewals of the effect of Decree 127/1969 according to Act 1599/1986, art.25, §4.

7. from the aforementioned provisions it arises that old- (police identity cards) as well as new-type identity cards to be issued constitute public documents containing personal data. These data are registered in relevant public authorities’ filing systems and are subject to processing, the aim of the said processing being the verification of the subject’s identity. This means that the person appearing on the identity card (or the owner of the card, if a photograph is not included, as is the case in several countries today) is the person who bears the uniquely personalised information. It is self-evident that power corresponding to that of an identity card can be assigned to other public documents such as passport, driving license, voting book, and so on. Such is the case in three EU member countries Denmark, Ireland, UK where there is no provision for identity cards.
8. data included in identity cards are registered in a filing system and can be processed by authorities, bodies or third parties, other than the authorities responsible for the issuance of said identity cards, to whom the data subject addresses him/herself using his/her identity card.

9. The aforementioned data and their entry in the identity cards come under the scope of Act 2472/1997 as personal data registered or to be registered in a filing system.
10. Act 2472/1997, being new and containing provisions that introduce in the Greek law and order regulations of supra-legislative validity pertaining to the international and community law, imposes the interpretation and implementation of previous regulations concerning identity cards according to the stipulations and the principles therein. Specifically, so far as the regulations of Decree 127/1969 and Act 1599/1986 provide for the processing of personal data, the said processing is subject to the rules and principles established by the new and more specific Act 2472/1997 that amends prior legislation regarding personal data. In any event, community legislation imposes compliance with Directive 95/46/EC, and the provisions of national Act must be interpreted on the basis of said Directive.
11. according to article 4 § 1 section b of Act 2472/1997, in order that personal data be lawfully processed they “must be relevant, appropriate and not exceeding what may be required in any particular case in the context of said purposes”. The principle of the purpose of processing as well as those of necessity and appropriateness of the data with regard to the purpose of processing are thus established as a fundamental condition for the lawful operation of any filing system whatsoever. Any processing of personal data which exceeds the pursued purpose or which is neither appropriate nor necessary for the achievement of such purpose is considered to be unlawful.

12. in this instance, in view of the purpose of processing being the verification of the identity of the data subject, the following data provided for in Decree 127/1969 regarding identity cards issued by police authorities exceed the purpose of processing for the following reasons:

a. Fingerprint of the data subject: It is not necessary for the verification of the identity of the data subject since this is, in principle, evident from the photograph. In addition, according to the common perception, the fingerprint (“record”) is associated with the suspicion or the ascertainment of criminal activity (“branded criminals”). Attributing such a feature to the entire Greek population, even in the potentiality of it, exceeds the necessary measure and offends human dignity that is protected by the Constitution.

b. Full name of spouse: Since 1983 marriage does not bring about the change of the spouses’ surname. Moreover, its entry does not serve the purpose for which the identity card is issued.

c. Profession: It does not constitute an element of one’s physical identity, it is subject to change and does not necessarily reflect reality at a time other than that of the issuance of the card. Moreover, it is socially discriminating, a feature which should not necessarily be subject to processing.

d. Citizenship / nationality: According to the legislation in force only Greek citizens bear identity cards.

e. Residence: It is neither necessary nor appropriate (for it is subject to change) in order to prove one’s identity.

f. Religion: It refers to the inner world of the individual and it is therefore neither appropriate nor necessary in order to prove one’s identity.

13. The processing of the aforementioned data is unlawful even if the data subject has given his/her explicit consent according to Act 2472/1997, articles 5 §1 and 7 §2 section a of, since the data subject’s consent does not allow for any form of processing when unlawful or contrary to the principles of purpose and necessity. The content and the exercise of the right to determine oneself within an informational framework, expressed, among other ways, by the consent of the data subject with regard to the processing of his/her personal data are not determined in abstract. They are determined within the context of and in close relation to the purpose of the filing system or processing in the sense that the said right may not lead to the registration of data which are irrelevant to the purpose of each and every filing system / processing.

FOR THESE REASONS

and according to the provisions of articles 4 §2, 15 §1, 19 §1 section a and c and 21 §1 a of Act 2472/1997

THE DATA PROTECTION AUTHORITY

a) until the new type of identity card is established by virtue of Act 1599/1986, recommends, warns and invites the Ministry of Public Order controller and any other relevant body to comply with the content of this decision in due time and in any case not later than necessary in order that the pertinent procedures be adapted by issuing all necessary directives and forwarding them to the competent authorities and bodies. Henceforth and during the issuance of new identity cards or the replacement of old ones, said authorities must neither collect (i.e. require or register) nor process the following data:

1. fingerprint

2. name and surname of spouse

3. maiden name

4. profession

5. home address

6. citizenship

7. religion

In the event of non-compliance within the necessary due time limit aforementioned, the Data Protection Authority shall bring up the issue again according to the provisions of articles 21 and 22 provided for in Act 2472/1997.

b) As soon as the new identity cards are issued (Act 1599/86 as modified and in force) said authorities must neither collect (i.e require or register) nor process the following data:

1. Name and surname of spouse

2. Nationality

3. Religion

The President


The Secretary

Konstantinos Dafermos
Kalliopi Karvelli


