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MPOXTAZIAL AEAOMENQN

ol A6jva, 15-05-2012

EAAHNIKH AHMOKPATIA Ap0. Ilpot.: I'/EE/3499/15-05-2012
APXH INPOXTAXIAX AEAOMENQN
MPOXQIIIKOY XAPAKTHPA

ATIO®AXH AP.59/2012
(Tpijpo)

H Apyq Ilpooctaciag Aedopévav Ilpocomkod Xapoaktipo cvvedploce eKTOKT®OG o€
obvbeon Tunuatog omv £opo g v 05/04/2012 kot dpo 10:00, € avafoing omd
06/03/2012«xon 03/04/2012k0n oe cvvéyeia g omd 20/03/2012cvvedpioong, petd omd
npookAnon tov [Ipoédpov g, mpokeévon va e€etdoel TV VIOOECT TOV AVUPEPETAL GTO
otopkd G moapovoogc. Iapéotnoav or 'ewpyrog Mratlarééng, Avarinpwtg I1pdedpog,
KwAvopévov tov IIpoédpov ™ Apyng [é€tpov Xprotdeopov, Kot To aVOTANPOUATIKG HLEAN
Ipnydprog Aalapdrog, g swonyntg, kot [létpog Toavtikag, og avtikatdotaon ToV
TOKTIKOV pHeEA®V Avactaciov-lodvvn Metald, kot Avactdolov Ilpdocov, avtictowa, ot
omoiol, av Kol EKANONGOV VOHH®C eyypdeme O0ev mopéotnooyv AdYy®m KOAOUOTOS. Agv
TOPESTNOAV OV Kot EKANOnoay vopipwmg eyypaews o Anuntploc Maptodag, TakTikd HEAOG Kot
o Xapaiaumog AvOdmovAiog, avorAnpopatikd pérog. apdvteg ympig dwcaimpa yneov nTov
o I'edpyrog Povsodmovrog kot Avapyvpog XpuodvBov, minpogopikoi ereyktés, g Ponboi
elonyntés kot . Epnvn [HomayewpyomodAiov, VTGAANAOG TOL TUNUOTOS OLOIKNTIKAOV Kot

OIKOVOUIK®OV VITOOEGEDV, MG YPUUUATENG.
H Apyn éhafe vroynm g o mopakdTm:
Yt ../5/2011 dwmotdbnke, KatOMY ONUOCIELVUATOV O©TOV TOTO KOl OYETIKOV
avoptHoewv oto dadiktvo (dladiktvakn £kdoon Tov meprodikov Pcworld, dpbpo pe titho

«@opo hacking to ElMnvikdé site g Sony Music», dwbéopo oty  1otocelida

P ), 011t vanpée meplotatikd TopaPicone TPocoTIK®V dedopévev (epeéng
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CEPLOTATIKO») TOV EYYEYPUUUEVOV XPNOTOV TOV SadIKTVOKOD TOTOV TNG £Toupeiag Sony
Music EntertainmentA.E. (epe€fic «Sony»). EZtoyeia yioo v mapaficon siyav Mon
avaptBel and v mponyoOUeEV NUEPOL GE 1GTOGEADES OOV OPUCTNPLOTOLOVVTOL OUAOES
“hacker” 7| dnpooievovtat otoryeio yio 0vtoc. TUALO TOV SeS0UEVOV TOV TaPUPIacTKOV
avapTNONKE GTNV 1GTOGEAON ... evv v v eneennny OTTOV POEVOVTOUL KO TOL OKPLPT TESTOL TNG POIONC
dedopévov mov mapofraotnkayv. Emiong, oe avdloyeg Snuoclsﬁcmgz avaQEPETOL M
napafiaon ond hackerovoport «....... », 0 0moiog TapPAUOPP®MCE O 16TOGEMOA amd TO
dwdktvakd tomo g Sony. H mapaPioon avty €ywve, coppwvo pe tn dnuocicvon tov
hacker, otic ../05/2011 oe oc€Aida TOL SLAGIKTLOKOD TOTOL TG SONY MOV APOPA TNV
KOAMTEYVIOO A KOl GLYKEKPIUEVA OTT O1EVOVLVOT 1IGTOD o' enee.

H Apyq (moe amd ™ Sony, ue to v’ apdu. npwt. [/EE/3575/23-05-201Eyypapd
™G, VO TAPACKEL SIEVKPIVIGEIS CYETIKA LLE TO TEPLOTOTIKO KO TIC OYETIKES UE AVTO EVEPYELEG
™mc. Edotepa, n etaipeio kKANONKE vo SIEVKPWVICEL «a@) THV aKpifn] ypoviky otiyun mwov
élafe ypa to mepLotaTikd, ) Tov apluod TV aTOUDY TV 0T0IMV T0. TPOCWTIKE JEOOUEVO,
oiéppevoay (DTOKEUEVO, TV OEOOUEVWV), }) TO EIOOS TV TPOTWTIKDV OEOOUEVWYV TOD
O1éppevoay, d) TOV TPOTO KOl TOV YPOVO KATC, TOV OT0LO 1] ETAIPELQ EVIOTILOE T1 OLOPPON], E) THV
TOMTIKI] 0.0QOAEIOS KOI TO AOITO, TEYVIKG KOL OPYOVOTIKG UETPO, OOPOAELOS TOV 0KOAOVOEL 1
ETAUPELA Y10, TV TPOOTATIO TV TPOTOTIKDV OEOOUEVDV TWV YPHOTDV TOV OLAOIKTOAKOD TOTOD,
01) T0VG A0Yovg TV 00NYNEAY aTNV O1oppPon (TT.). CVYKEKPLUEVES TEYVIKES EALEIWELS) KOl TNV
QVEPTNON TV TPOCWTIKDV OEOOUEVWV OTNV TOPOTAVE® 16TO0EAIO0, () TIC EVEPYEIES THG
ETQUPELAS YIO. TV OVTIUETOTION TOV TEPLOTOTIKOD, COUTEPIAGUPAVOUEVOV TWV TEYVIKWOV Kal
0PYOVOTIKDOV UETP@V TOL Eovv Anebel 1§ mpokeitor va Anplodv, n) toxov eviuépwon twv
DTOKEWUEVOV TV OEOOUEVV GYETIKG. UE TH OLOPPON, GTHV OTOLo. TPOEPN 1] ETAIPELD., DGTE VO,
uetpracbovv ot kivovvor g drapponc». H Sony,ue v vr. ap. npwt. [VEIX/3639/25-05-2011
EMIOTOAN NG, TAPEIYE OMAVINGELS OTO EPOTHUATA TS APYNS, ONADVOVTOG OTL:

1. «H akxpifng ypovikn otiyun mov EAofe ywpo. 10 TEPLOTATIKO OLEPELVATOL OO THY SONY
Music Entertainment A4.E., dedouévov o v 22* Maiov 2011, nuépa Kopioxi,
evuepwBnke n etaupeio amo to ypageio e oro Tokvo ot hackers aviprtnoav, v 1dia
WS AV NUEPA, AVaKoIvVwan o€ 16TOTEAIDO. TOVS Y10, YEYOVOS TOPAVOUNS TPOGLOCHS TOV
Kata v ave avaptnon Elofe yapo v ..Maiov 2011»

2. «O ap1Buog twv ypnotwv, TV OToiMV T0. OEOOUEVO, PEPETOL VO, OIEPPEVTOY, OVEPYETOL

o 8385».

LB evOeTikd v
ZBh i
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3. «Ta dedouéva mov Oiéppevoay apopodv oe ovouo. yproty (USEr Name), xwdikoie
rpooPaonc (password) yia tyy eicodo oty ovykekpLusvy 10tooerioa, dicvfivoeic emalil
Kol THAEPVIKODS op1OUoDs. ZNUEImTEOV OTL TO, TOPATOV® OEOOUEVO OEV DTHPYOY VIO,
0A0DS TOVS YPNOTES OALG LUOVO VIO OGOVGS ELYOV TOUTANPWGEL, UE OIKI TOVG 08OV, Ta
OYETIKA QDTA TEOLOL.»

4. «H odwppon empPeforcrbnke teyvika to mpwi s 23ns Maiov 2011 ano tov teyviko
aopaleiog ¢ etaupeiag prioleviag- hosting «X» (IPHoOst)».

5. «Tnv griolevio TV 10t00eidV TOL PEPETO 0TI ETAYNGAV Exel avalofel n etaipeio,
«X» (IPHost); omoia eivou vmedOovy yio. v avafabuion tov pilalevnty (Server)
OOUPDVOL LUE TO. EKATTOTE UETPO, OOPOAELOS KOL THV TEYVIKH DTOGTHPIEN TOV AEITOVPYIKOD
ovotijuatog (operating system) xar tov vlioukod (hardware). O gilolevntic
Ppioxeron oto DC LAMDA Hellix oo Kopwni kdrw ondé diktvo tns etoupeiog |PHOSL,
TPOTTOTEVETOL O UE TELYOS TPOTTOOIAS, TO OMOLO EMITPETEL COYKEKPIUEVES KOL UOVO
ovvoéoels. H mpoofoon atn faon 0edousvmv emtpémetal HOVO E0WTEPIKC, TOV OIKTDOD.
Tnv vlomoinon twv 10t0GeAidwV TOL PIloevodviar aTtov avwtépw priolevyth (SErver)
KOL TV QVOVEWDON KOL GOVTPNGH QUTOV EYEL aVvoLafel 1 etoupeio «P».

6. «H Sony Music Entertainment 4.E. fpioketon 010 014010 S1epedvnons e Topavoung
poafoong kot Qo eviuepaaoel Ty Apyn yio. ta. amoteléouata thHe.»

7. «H Sony Music Entertainment A.E ouéows pokic minpopopnbnke to mapdvouo
yeyovog, kot ovykekpiuéva v 22" Maiov 2011, édwaoe eviolij e 6l.00¢ TOVS apPUOJIONS
(etoupeia  koataokeviic 10t00EAidwV Ko etaupeio. giloleviac-hosting) yio  dueon
OTEVEPYOTOINGH OAWV TV LGTOCEAIOMV TOV HTAV OTHV ETIUOYT TAATPOPUO. ZVYXPOVOLG,
n Sony Music Entertainment A.E erétoye to mpwi e 24nc Maiov 2011 v
amevepyomoinon ¢ 1otooedioos twv hackers mov eiye mapavouo ovapticer ta
oeoouéva. H Sony Music Entertainment A.E mapaxolovbei ovveywe toyov véa
OVOPTNON WOOTE VO. AGPEL TO aVayKaio UETPOL.

8. «H Sony Music Entertainment 4.E elédwoe oyetikn avoxoivwon puéow tov Tomov alld
kot og avw oro 15.000 iotooelides maykoouiwg. 26 gk T00TOV 01 YPHROTES EYOVY NON Kol

ETOPKWOG EVIUENPWOET.»

Me v v’ apiBp. mpot. [VTEE/3785/31-05-201Evioln tov Avarinpmth [Ipoédpov g
Apyng, owatdyOnke n devépyswa eAéyyov oty Sony. O éieyyog mpaypatomomdnke v
1/6/2011 otig eykataoctdoelg tg etopeiog LAMDA Hellix AE., .............. o6mov

@oEevoivTal To NMAEKTPOVIKG apyeion Towv e&umnpetnt®dV JodkTHoL TG Sony, amd Tovg
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vroAAAovg tov Tunuotog Eleyktov g [poppateiog e Apyng, Abnvd Mmovpxa,
I'edpylo Povcdmovro kot Avapyvpo XpvodvOovu (epeéng «oudda eAEyyov»).

Kotd tov emtomo €leyyo, 1 opdda eAEYYOL TPOAYLATOTOINGE apYIKd CLUVEVTEVET LE TOVG
apUOdove vaAAnAovg mov elxe opicel o vrevbuvog emefepyaciog Kot GTH GUVEXELL
devnpynoe emtdmio texviko éreyyo. O éheyyoc 6TIAOTNKE OTO TOPAKATO Pacikd onueio: o)
NV TEYVIKN TEPLYPOUPT TOV GLOTHUATOS TO 0moio vVwooTNPilel ToV SAdIKTVLAKO TOTO TOV

vrevbvvov eneepyaciog, otn dievbvvon http://www.sonymusic.dr B) tig katnyopieg tov

JEQOUEVOV TPOCMTIKOD YOPOKTNPO 7OV VOIioTavTol emeepyacio HEC® TOVL TOPOUTAVE®
SadikTVaKOD TOMOV, Y) TNV TEPLYPOPT] TOV GLYKEKPIUEVOD TEPLOTATIKOD mopofioong
TPOCOTIKMV OEGOUEVOV KOl TOV THOVAOV ETMTTOGEDY TOV GTO VITOKEIPEVO TV OEOOUEVOV,
d) ta. péTpa acPAaielng Tov giye AdPel o vrevBuvog eneEepyaciog TPV Ao TO TEPIOTUTIKO, €)
TOV TPOTO LE TOV OTOT0 0 VIELOVVOG EMEEEPYOTING AVIYLETMMIGE TO TEPIOTATIKO. XTO TANIGLO
oV ehéyyov ntBnke amd tov vrevBuvo enelepyaciog va TOPASMOEL GTNV OUAdN EAEYYOV
wo oelpd metonpiov (evtdnmv kot NAEKTPoVIKGOV — £peénc «Ileiothplo»).

Metd amd TV OAOKANP®ON TOL EMITOMOV €AEYYXOL, M oudda eAEYyov cuvvétale Ta
[Mpoktikd tov eAéyyov (epefng «IIpoaxtikd»), oT0. omoiot  KOTOYPAQPOVTAL Ot
amavTNoEIC/S1EVKPIVIOELS TOV VIeEVBUVOL emelepyaciog, Ol EMTOMES TAPATNPNOELS TNG
opadag eréyyov kar 1 Aoto pe to [etompia. Ta Ipoktikd aneotdAncov otig 6/6/2011ue
Wvope. NAEKTpovIKOD Tayvdpopeiov otov vrevbuvo emeEepyaciag yio vToPoAr| oyoAimv
N/xo topoatmproewv. Xtic 10/06/2011ta [TpokTikd opioTikomoOnKay Ue TO VT. ap. TPOT.
I'/EZ/4123/10-06-201Eyypogo g Apync. o tnv olokAnpwon tov eAEYY0L 0 vIevBuvog
enelepyooiag anéoteile 1o v, ap. npwt. ['/EIX/4544/30-06-2011]/E1X/5528/10-08-2011
ko A/ETX/324/11-10-2011 couminpopatik@yypopo. avopopikd pe Ty vaddeon.

21 ovvéyela, 1 opdda edéyyov perétnoe ta Ipaktikd oe cvvdvacud pe to [eompla
kot ovvétae IMopoua, to omoio véPare otnv Apyn we To V. ap. tpwt. ['/EIX/8485/16-12-
2011 ¢yypago. Xto [Topiopa ¢ opadag eEAEYYOL KOTAYPAPOVTAL LETAED GAAW®Y TO ELPTLOTOL
AVOQOPIKA [E UETPO AGPaAELNG /Kot SLOSIKOGIEG TPOGTAGING TPOCHOTIKOV SESOUEVOV TOV
vevbuvov emelepyaciog mov GLVTEAECAV OTO VO, CLUPEl TO CULYKEKPIUEVO TEPIGTATIKO,
KoOMG Kol pHE TIG OLOOIKOGIEC OVTIUETMOMIONG TOL TEPICTOTIKOL OO TOV VLIEVOLVO
enelepyaciag, KoOME Kol Ol TPOTEWVOUEVEG OO TNV OUAd0 EAEYYOL GLOTACELS YO TNV
OVTILETOMIOT TOV KIVOLVOV TTOL SNULOVPYOVVTAL.

Onwg dwumotdvetat amd to [Iopiopa Kot KaToypaeETal 6To VPTUOTOL
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e To meprototikd mapaficcnc TpocomTK®V dedopévav cuvépn otig 7 kot 8/5/2011
HE oapylkn Topafiaocn NG 16TOCEAMOOS .ovvvvvvrvinennen. Kotd v eniBeon
YPNOUOTOMONKE TO AOYICUIKO Havij3, TO OO0 EKUETOAAEVETOL AOVVANIIEG TOV
AOYIOUIKOD OV €KTEAEITAL OTNV TAEVPA TOV EELMNPETNTY] LOTOCEAID®Y Yo VoL
OTOKTNGEL TN OUVATOTNTO EKTEAECTG EPMOTNUATOV KoL EVIOA®V oTn Pdon
dedopévov  (teyvikn yvootr) o¢ «SQL Injection»). H mapafioon oaeopd
TPOcOTIKA dedouéva 8385 eyypappévov ypnotdv Tov OadIKTLOKOD TOTO TG
Sony. Toa degdopéva avtd meptlopfdvovv: Gvopo ypnoTy, OVOUATETMVULO,
etapeia, devBuvon MAeKTPoviKoL TayvIpoeion, aplBud TAEPOVOL, K®OWKO
TpdSPaong Kot nuepounvio £Yypopng.

e Amd ™V oTiyu] mOL £yve OVTIANTTO TO TEPLOTATIKO, O SLUOIKTLOKOS TOTOG
KATESTN GUECH OVEVEPYOS ATl TN SOoNY,evd 660nKe TApne TpodcPact oe 6L TO
apyeion Tov SladIKTLOKOD TOTOL ot eEgldkevévo ovvepyarn (Guidance Software
Inc) ¢ untpwng etoupeiog (Sony Music), g mpoypatoyvouove, 0 0moiog
avélafe va avardoel Kot vo aEloAoynoet To meptotatikd. Katd m gpovikn otiyun
TOL EAEYYOL, | SONY develye mpoPel o€ AALA TEYVIKA 1| OPYOVAOTIKA LETPO Y10 TNV
OVTILETOTIOT TOV GUYKEKPLUEVOD TEPIGTOUTIKOV 1| GAAWDV AVALOYW®V TEPICTATIKMOV
oto péddov. Ta ovumepdopoto tng avdivong tng Guidance Software Inc
vroPAnOnkav oty Apyn, kot emiPePaiocav to evprjuata tov Ilopioparog, o
npog 10 e€eTalOUEVO TEPIOTATIKO TaPOPicTC TPOSHOTIKMY OEGOUEVOV.

o Ilpwv v amevepyomoinon tov SadikTvakoh TOTOL TG Sony dumicT®OnKaV
emrvyeig mpoondbeleg mpoOGPacng oTOV S1AIKTVLOKS TOTO TG SONYuE yprioN TV
avopTNOEVTOV 6TO S108IKTLO GTOLKEI®Y TOV YPNOTOV (VITOKAOTY TOVTOTNTOC).

e O Jwdktvakdg TOTMOg TG Sonyvréatn 2 allowwoels. H mpdtn and avtég Tig
OAAOLOOELS dEV OYETILOTAV LLE TO TEPIOTAUTIKO OAAL UE EYYPAPEC TOV TOPETEUTAY
0E QOPUOKEVTIKO TPOIOVTA KOl TEPIElYOV KEKOALUUEVO KMOKO, O Omoiog
LETAPOPTOVE GALO KOOIKA AOYIGUIKOD OO OTOUAKPVGUEVO 1GTOTOTO HE GKOTO
VO EYKOTOGTNOGEL GTOVGS LVIOAOYIOTEG TOV EMOKENTOV KOKOPovAO Aoyioukd. H
deVTEPT KOl TTLO TPAGPATN OALOIWGT ONUOGIEVTNKE GE IGTOGEAION «vv v vreranene.
Kot €Yve avTiAnmTy amd Tovg LIeLOLVOLS TNG ETAPELNG, ATOKOADTTOVTOS KATH

TOV TPOTO OVTO TO TEPIGTATIKO TOPAPiocnG TPOSHOTIKMV OES0UEVOV.

BBh e
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e O 0dKTLOKOG TOTOG TNG SONY elye KEVA OICQAAELONG, TO OTTOld, UETOED GAA®V,
EMTPENOVV:
1. embBéoeig tomov SQL Injection kauCross-site Scripting (XSS).
2. LETAPOPTOGCT KMOKO AOYICUIKOV 0O OOUAKPVGUEVO 1GTOTOTO
3. VTOKAOT OVOMAT®OV YPNOTN Kol KOIKOV mpoécPacng, kabdg Kot
nepleyouévon (my. otoreia ypnotdv) g Pdong dedopévav
4. gvoeyduevn mpoOoPacn G (QPAIVOUEVIKO TPOCTUTELUEVOVS KATOADYOLS TOL
SlKOUoT
5. evdeyduevn mpdcPacn otov dtokouot | omd un eykekpuyéveg IP dievbovoerg,

OKOLOL KO LEGM U1 AGPOADY TPOTOKOAA®V.

H Sonyxnbnke, pe to v’ apbp. I/EE/1232/20-02-201Zyypago g Apyng, VOUIHmG
oe axkpoacn evomov e Apyng otn ocvvedpiaon g 06/03/2012y10 va ddcel mepartépm
dlevkpvicelg kot vo ekBéoet Tig andyelg g eni tov Ilopiopatog g Apyng, To omoio g
emooOnke pali pe v KAnon g ond v Apyn v akpdoon. H Sony{nmoe Aoyw amoyng
TV dtknyopov ¢ EALGSac amd ta kabnkovta tovg tnv Tpitn 6/03/2012ka1 édafe and v
Apyn avaporn ywo ™ cvlftnon g vedbeong v Tpitn 20/03/2012 gpokepévon vo. pmopel
VO TOPOOTEL 010 TOV VOUIH®OV OVIWPOSOR®V TNG ot ovlnmmon 1ng vmobeong. Xt
ovvedpioon ™ Apyng, v 20/03/2012 rapéotnoav vouiume n B, vopun eknpoécmmog g
Sony, Z. IInladdaxkne kot K. Tafpidoyrov, dknydpor g Sony, kabwg emiong ot o I,
VTAAANAOG ™G Sony apuddlog yoo {ntpato mAnpogopikns. H Sony vréfaie Kot oyetikd
vIopvVN o ekBETOVTOG KO EYYpaems TS Bécelg TG e to v’ apdu. tpot. [/EIX/2210/23-03-
2011 &yypapd g, to omoio eEetdotnke amd v Apyn|, Katd v cuvedpiact tov Tunuartog,

v 05/04/2012.

H Apyn, apob dkovoe Tov glonyntn g vtodeong kot Elafe vdyn OAa ta oTorKElD TOV

QoakéLov, HeTA Ko amd d1e&odikn cvlntnon,

YKEOOHKE XYMOQNA ME TO NOMO

1. To apBpo 10, map. 3 tov v. 2472/19970pilel 6T1 0 VIEHOVVOC enelepyaciog opeilel va
AopPBavel To KATAAANAO OPYOVOTIKE Kot TEYVIKO LETPOL Y10 TNV OACPAAELD TOV OEOOUEVOV KOl
TNV TPOCTAGio. TOLG amd Tuyaio 1 afétn KatasTpoEY|, Tuyoio OomdAswd, oAloiwon,

amoyopevpévn d1ddoon 1 mpoécPacn Kot KaOe GAAN poper, abéung eneEepyacioc. Avtd ta
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pétpa mpémer va. eEacPoaiilovv eminedo ao@AAEinG OVOAOYO TPOG TOVS KVOUVOLG TOL
ovvemdyeton 1M enefepyacion Kot M @OON TOV OEOOUEVOV TOVL EIVOL OVTIKEILEVO TNG
eneEepyaociog.

2. Q¢ mepotatikd mopaPiocns TPocOTIKOV dedopévav Bewpeital kdbe mepimtoon
mopofioong g aoPALENS TOV dEGOUEVOV GTO TAOUGLO TOV YPNGUYLOTOLOVIEVOD GUGTILLOTOG
enefepyaciag, Om®mG TuxoMo M ABEMT  KATOGTPOEY|, TLYOIO OWOAEW, OAAOI®ON,
amoyopevpévn d1ddoon 1 mpdosPaon kat kibe AN popen abépitng eneéepyocio.

3. H Apyn xpivel 6Tt yioo va tAnpodviar 6g S1ad1KTLOKOVG TOTOVS, Ol omoiot Trpovv
TPOCONIKA dedopéva, ol Tpovmobéccig mov Bétel to dpbpo 10 map. 3 Tov vopov 2472/1997
AVOQOPIKA LE T AMYT KOTAAANA®V 0pYOVOTIK®V Kol TEYVIKOV HETPOV acPArelnS o mpémel
VoL 1GYVOVY TOVAGYIGTOV TO AKOAOLOL:

e O vmevbuvog emefepyaciog opeidel vo  YPNOWOTOLEL TEXVIKEC ACPAAOVG
oLYYPAPNG KOJIKA, EOIKA Y10l TO AOYIOUIKO EQOPLOYDY TOV YPNCULOTOIEITOL Y10l
NV eNeEePYacio. TPOSOMIKMOV SEOOUEVMV, OGS Y10 TOPAOELYOL 1] U] ETLOTPOON
unvopdtov AdBovg pe xpnowes mAnpoeopieg amd Tov OlaKoUoT ™G PAong
O0dOUEVDV, TO QIATPAPICUO TNG EICOYMYNG TOL YPNOTN HE TNV «OmOpPLIym»
EWOIKOV YOPUKTNPOV, K. Eniong, opeilel va gpovtiletl yia tn cvviipnon tov
EPOPLOYDV TOL Kot TNV dpeon dtopbwon kabe kevolh aceaieiog mov eviomileTan,
elte amd ToVg SOV TOV TPOANTTIKOVS EAEYYOVG, lte amd Tpitovg. e mepimtwon
OV YPNOLUOTOIEL EKTEAOVVTEG TNV EMEEEPYATIN, OQEIAEL VA TEPIAAUPAVEL OYETIKEG
npoPAéyelg otig peta&hd Tovg ocvpuPdoelg, 1000 oTaL GTAdL  GYESLOGHOD,
vAOTOINOMG KOl TAPASOONG TOV EPUPUOYADV 7OV YPNOLUOTOLEl, 060 KOl GTO
0TAO10 TOPAYWOYIKNG AEITOVPYING TOVC.

e O vmevbuvog emeCepyaciog opeihel va edéyyel meplodikd v opBotnTa TOL
TEPLEYOUEVOD TOV 1OTOGEAIO®VY, Ol 0Toiec PLAOEEVOLVTOL GTOV OlAOIKTVOKO TOV
tomo, ko vo e&acparlel 0Tl dev PrAoEeveital ot GEAMOO TOL KMOOIKOG TPITOV
Yopic ™V €ykplon TOv, OCTE VO OTOEEVYETOL OMOONTOTE THOVOTITA
TapoPioong TPOCOTIKAOV SESOUEVOV TOV EMCKETTMOV 1 YPNOTAOV TNG IOTOGEMONG.

e O vrevBuvog enefepyaciog opeirel va ppovtilel doTE 01 K®dKol TPOSPOCoNS TOL
YPNOUOTOOVVTOL GE EPUPUOYES OBECIIEG OTO KOWO Vo amofnkevovtol e
KATAAANAN kpvrtoypdonon. To emimedo Tng KpumtoypAeNoNg mPEMEL va. givat

1€1010 OV va eEacPaAilel 0Tl o€ TepinTwon dappong dedopévav Kaveig Tpitog

4B EVEEICTICGL v eee e eeenaenn,
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dev Bo pumopéoel va Ppel Tovg KmdkoOe TpdcsPaone pe yvwotég uebddovg (m.y.
amoOnkevon hash pe aocpodn odydpiBuo, avbektikdtnto o embicels TOHTOL
Ae&ko0).

e O vrevbuvog emeepyaciog Ba mpémet va epapurolel KATAAANAG HETPOU AGPAAELOG,
Om®G M U emMoTPOEn pnvupdtov AdBovg pe xpnoweg mAnpoeopieg, n xpnon
AOYOPLOoUHOD YPNOTY HE TEPLOPIGUEVO OIKOUDUOTO OE EMMEOO OLOOIKTLOKNG
epappoyf, k.a.°

e O vmevbuvog enelepyaciag opeirel vo tpel kol va epappdlel amapeyKAitog Ta
UETPO. TNG TOMTIKNG OCQPAAELAG TOV Kol Vo PEPoDVETOL Y100 TNV EPOPUOYT OLTOV
OTLG OLOOTKTLOKEG TOV EPOPLOYES.

e O vmevbuvog enelepyaciag opeirel va S10c@AAIleL OTL 0 EKTEADV TNV eneEepyacia
MPEL TOVG OPOVG TNG TOAITIKNG AGPAAELNG GTO UETPO TTOVL OLTH TOV apopd (tov
EKTELODVTN), OTMG T.)Y. OVOQPOPIKA LE TNV OCEOAN GLYYPOET] KOIIKO, KOVOVEG
TPOGPOONC OTO GLGTNUATO, JLUYEIPIOT TEPICTATIKMOV ACPUAEING, LETPA PVGIKNG
ac@aielng, kKA. Otav n enelepyacio yivetor €KTOG TOV EYKOTOOTAGE®YV TOV
vrevbuvov emeepyaciag, o vrevBvvog Ba mpémel va eEacParilel 6Tl 0 eKTEADY
TAPEXEL EMIMESD OCPUAEING TOVAUYIOTOV avAAOYO pe avtd mov opileTor otnv
TOMTIKT 0GQAAELOG TOV VTTELOVVOV.

o O vmevbuvog enefepyaciog opeilel va @povtilel dOTE Ta opyeion KaTaypaens vo
emPAénoviar avd taktd Swothuate ond apuddio mTpdéocwno (m.y. SlayEPLoT
N/koar vrevBuvo aceareiog) Yo TUXOV aviyvevomn Kol avoyvopion aféptov
EVEPYELDV, EVOD EMioNG TPEMEL Vo StacaAiletor  akepardtntd Tovg. Ta pmvoparta
OQUALOTOG TTOL KATOYPAPOVTOL TPEMEL VO EKTILOVVTOL KATOAANA®S. H cvyvotnta
TOV EAEYYOL TTPETEL VAL EIVOL OVAAOYN LE TIG VOICTAUEVES OTMEINEC.

o O vrevBuvog emelepyaciog opeirel va @povtilel dote N TANpoPopia Tov THpeiTat
ota apyeiol KOTOYpOQ|G TPOCTATEVETOL KATAAANAG Kot Oev TeEPLAApPAvVEL
GLUVONUATIKA ¥PNOTOV GE avayvOGIUN Lopen. Avtd pmopel va emtevydel ite pe
SLOPOPETIKN GLYYPOPN TOV KMOKO TNG 1GTOGEASNGS, iTe Pe d1POPETIKN pHOLIoN
mg  epoppoyng tov  efuvmmpemt IS, eite pe  gpappoynq  kaTAAANANG
Kpvntoypdononc. To enimedo g KpLTTOYPAPNONG TPETEL VO Elval TETO0 TOV VL

eEaopaAiletl 0TL og mepinT®oN dlappong OedOUEVMY Kavelg Tpitog dev Ba pumopéoet

BB et
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vo. Bpetl Tovug KmdikoOe mpocfoong pe yvootéc pebddovg (w.y. amodnkevon hash
ue ac@aAr alyopibuo, avbektikdtnto og enbioelg TOmov AeEIKov).

e O vrevBuvog emelepyaciag opeirel va eEacpaiilel OTL dev emTpémetal, HECH
ebvmpemtov  FTP, n  dnuovpyla apyelov 7N katoddyov omd  un
avBevtikomompévoug ypnotes. EmmAéov, m mpodcPacn 610G KATAAOYOVS TOV
eEumnpetn™ S1001KTVOV TPEMEL VO TEPLOPILeTaL GTOVG APLOOIOVS YPNOTEG.

o O vmevbuvog emeEepyaciog TPEMEL VO EMTPEMEL TNV ATOUAKPLGUEVT TPOGPaon
€EO0VGLOOOTNUEVOV GTEAEYDV KOV TOL N TOV EKTEAOVVIOV TNV enelepyacio o€
TOPOLG TOV GUGTNLATOG OV TEPLEYOVV TPOCOTIKA dedouéva, Hovo Otav ovTod
elvar amoAdtwg amapaitro. O vrevbuvog emelepyaciog mpémel va dwobétet
GLYKEKPLUEV S1OOKOGTI SLOXEIPIONG TOV ATOUAKPVGUEVMV TPOGRAGEDY TOL V.

eEao@aAilel OTL 0VLOEIG TPiTOg EXEL TN OLVATOTNTA ATOUAKPVOUEVNG TPOGPACTC.

4. To oVLYKEKPYEVO TEPIOTATIKO amoTerel meploTaTikd TapoPioong TPOSHOTIKOV
OEJOUEVOV TOV EYYEYPOUUUEVOV YPNOTAOV TOV SAdKTLOKOV TOTOL TS Sony. Ta dedopéva
AVTA ATOTEAOVV OTTAG TPOCMTIKA dESOUEVA, KATA TNV Evvold TOL ap. 2 ototy, o v. 2472/1997.
H Bopidtnto tov mepiotatikod avédvetor amd to Yeyovog 0Tl ) TO TEPIOTOTIKO apopd ueydAo
aplOud oatopov (8385 eyyeypaupuévor yxpnoteg), P) To dedopéva mov  SEPPELGAV
yvootoronkay g peyarlo aptOpd atopmv (LEG® S1001KTVOV) Kol OTOTEAECAY OVTIKEIIEVO
EMTVYOV TPOSTAOELDY VITOKAOTNG TAVTOTNTAG, Y) VINPYAV TPOTEPU TEPIGTUTIKG 0GPAAELOC,
t0. onoia dev éyvov moté avtiAnmtd, 8) N enifeon ot Sonyntav n 8" noykoouing katd Tov
opidov Sony,pe v 1" va éxet yiver otic 4/4/2011kon v 7" otic 21/5/201 8, Gpo 1 etonpeia
NTov ev yvdoeL g 0Tl veioTaTol SLdIKTLOKEG EMBEoELS d1EBVMG Kot €) oTo dEBOUEVO TTOV
diEppevoay mepAapPdvovtol Kol Kmotkol Tpocfacns xpnoT®dV, GLVOOELOUEVOL TOGO OO
ovopa xpnotn 000 Kot omd devhuvon NAEKTPovViKoD ToyLOpoEio, Kaf1oTOVTOG KT avTdHV
TOV TPOTO €PIKTY TN UN €£0VG1000TNUEVT] TPOCPACT] GTOVG GLYKEKPIUEVOVS GAML KOl GE
GALOVG AOYOPLOGHOVG TMV YPNOTMOV GE JAPOPES NAEKTPOVIKEG LINPEGIEG TOL SLOGIKTVOV),
KaBd¢ moAlol ypnoteg ovvnbilovv va ypnoyomolovy Kool kwdwkoOs mpdoPaocng kot
KOWA OVOLATO YPNOTAOV Y10, SUPOPETIKEG NAEKTPOVIKEG VINPECIES, OTIG OMOieg dlaTnpOovV
Aoyoplacuo.

5. Ano to Ildpiopa TPokOTTEL OTL TO TEPICTATIKO OLEVKOADVONKE A0 OVETAPKELD TOV

péTpmv aceaielog g Sony.ITwo cuykekpuéva n etaipeia giye pev Aapet p€tpa ao@AAELOg

BB e,
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Kabmg o) Tpodoe apyeion KaToypaeng Yo ToV SadikTuakd Tng TOmo Kot TV vIadpyovoa
vrodoun, B) eixe pa yevikn TOMTIKY 0o@Alelas, ¥) Aaupave oxeddv kabnuepva avtiypaga,
ac@areiog, 0) epdpuole Ereyyo TPOGROOTG AVAPOPIKE LE TOVG EYYEYPOUUEVOVS XPNOTEG TOL
SAdIKTVAKOD TNG TOTOL OAAG KOl UE TOVG YPNOTES, Ol 0MOoiol LITOSTHPILOV TO GVLGTNUO, €)
elye dopkK” vIooTHPIEN 1060 e EMIMESO VTOOOUNG OCO KOl GE EMIMESO EPUPUOYDV KoL
TMEPLEYOUEVOD KO OT) &€iye v vmodoun 7y va ypnowonmomost texvikéc VPN vy
OTOUOKPLGUEVT TPOGPOcT oTovV  €ELANPETNTY] TOL  SOSIKTLAKOL TOTOL Yol AGYOLG
vroompiEng Iapoia avtd, amd to oToryeion OV YvooTomOmONKAV GtV ApyN, Kol OTMG
npokvnTEL 0o to Topiopa: o) To apyeio Koroypapng oev Tapakoiovbovvtay amd Ty Sony
HE QOTEAEGHLO VO U1 YIVOUV avTIANTTEG emBECELS Kol TapaPLicES AGPAAELNG O SLATTNO 3
etdVv, B) N moMTIKY ac@oleiag dev QAPUOGTNKE GTOV SOIKTLOKO TOTO TG SONYy, y) ot
KOOKOT TPOGPUONG TOV EYYEYPOUUEVOV YPNOTAOV TOL SLOSIKTVAKOD TOTOV TG SONYdev ftav
KPLRTOYPaPNEVOL, &) TTapd TV VIapén dapKovg VIOGTNPIENG OF EMIMESO EQPUPUOYDOV T
Sony dev elye SlGPAAIGEL TO OMOUTOOUEVO EMIMEOO OGPAAELNG TOV OEOOUEVOV KOTE TNV
emeepyacio Tovg amd Tov ektelobvTa TNV enefepyacio Kot €0IKA KATA TV avATTLEN TOV
KOOIKO AOYIGHIKOD TOL SodIKTLOKOD TOMOV NG, HE amoTtéAecua o TeAevtaiog va givol
evdimtog oe embéoeic tomov SQL Injection kou Cross-site Scripting (XSSkat €) n
dvvatotro tpocPaong pécm VPN dev €xel ypnoyonomOet moté. Ta avotépm dievkoddvouy
™ un e€ovclodotnuévn TpdcPacn 6To TAPUTAVED OEGOUEVOL.

6. [Mopd T1g avotépm ehdetyelg, 1 Apyn ovvektind 0tt 1 Sonyélafe apécmg péTpa yo
TNV OVIETOTION TOV TEPLOTATIKOV. E101kdtepa, UETA TN OOMIGTMOY TOL TEPLOTATIKOD O
SOIKTLOKOG TOMOG KATESTN dpeca avevepyds, evd 000nke mAnpng npdcsfacn ce OAo Ta
apyeio. Tov dtadikTvoKkoy TOToLv oe e&gldikevpévo ovuvepyatn (Guidance Software Incing
unTpkng etarpeiog (Sony Music),mg mpayuatoyvdpova, o oroiog avérape va avaidoel Kot
va a&orloynoetl 1o Tepotatikd. O d1adkTLOKOG TOTOC TNG TOPAUEVEL UEYPL TN OTIYUN TNG
TOPOVOTNG OVEVEPYOS GE OVOLOVI TNG OOQOoNS TS ApYNG Kal TG €K VEOL VAOTOINGNE TOV
o€ OAAN, TO OCQAAN TAATEOPHO HE PAon TG 0dnYyieg TG UNTPIKNG €TOpEinG TOL OpiAov
Sony.H Sonyevnuépwoe yio 1o cupPdv HEcm avaKoivemong 6Tov TOo, EVUEPMOT| 1) OToia
B NTav TANpEoTEPN OV GLVOOEVOTOV OO UNVOLO NAEKTPOVIKOD TAYLOPOUEIOL TTPOG TOLG
gyyeypoppévoug ypnotes. H Sonymétvye, evtog ovo nuepodv omd v 1010 d1amicT®mon Tov
TEPIOTATIKOV KOl EVTOG TPLOV NUEPDV OO TV AVAPTNGCT TV SPPEVCAVIMV OESOUEVOV 0T
tovg hackersmyv anevepyomoinomn tng 1otocelidag tmv hackerstov giye napdvoua avaptioet
To. d0gdopéva  XTo OEATiO TUTOL TEPLEYPOYE TO €I00C TV TPOCHOTIKOV OEOOUEVOV TOV

SEppeLOAY Kt OVEPEPE OTL GE OTA eV TEPIAAUPAVOVTAY SEGOUEVA TIOTOTIKOV KAPTOV.
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7. H Sony, xa®’ 6An m oibpkela dlepedviions ToL TEPIOTATIKOV amd TV Apyn NTav
amOALTA CLUVEPYACIUN e TNV ApY1 TapEXOVTOS JEVKPIVICELS 6g 0Tl TG (ntnOnke amd v
opada EAEYYOVL.

8. Aaupdavovtag voyn Olo Ta TOPATAVE®, TPOKLTTEL OTL 1| SONY, TaPOTL TEPLOPLOE KATA
70 dVVOTOV TNV £KTOOT TNG O0PPONG TV OedOUEVDV Kal EAAPE HETPO YO TNV AVIILETOTION

TapOuolmV TpofAnudtev oto péAlov, mapafioce to apbpo 10 map. 3 v. 2472/1997.

I'TA TOYZ AOTOYZ AYTOYZX

H Apym Ilpoctociog Agdopévov Ilpocwmikod Xapoaktipo, CULVEKTILOVING KOl TO
OWKOVOUIKG oTotyela g etaipeiog, Omwg ekTiBevial 61O OYETIKO LIOUVNUO ETPAAAEL OTN
Sony pepdon to apbpo 21 wap. 1 otory. B’ tov N. 2472/199Fpoctipo déka yiladwv Evpd
(20.000€)y100 un ANyn KOTEIAANA®Y 0PYOVAOTIKOV KOl TEYVIKOV HETPOV ACOALELNS, COUPMVOL
ue to opilopeva oto apbpo 10 map. 3 tov vopov 2472/1997y onoio 061 ynNoE 0€ TEPIGTATIKO

TopaPlocns TPOCOTIKOV dESOUEVOV TOV EYYEYPAUUEVOV XPNOTOV TOL SOSIKTLAKOD TOTOV

mege.

O Avaminpotic [Iposdpog H ypappatéog

I'eopyrog Mratlarééng Eipiivn Homayempyomovrov
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